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How To update your Client Secret (Office365)

Description

This guide explains how to update your client secret for Office365 within your
TEOS installation.
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Requirements

= Have admin access to the Azure platform.
= Have administrator access to your TEOS web interface.

How To update your Client Secret (Office365). S ONY



Creating a new Client Secret in Azure.

1. Sign in with your account to portal.azure.com

A Home - Microsoft Azure X +

<« C A https//portal.azure.com

2. Select Microsoft Entra ID.

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial

Get $200 free credit toward Azure praducts and services,

plus 12 maonths of popular free services.

Start

Azure services

+ 1% | @

Crestea Microsoft Entra |  App Services
resource ]

f
’

HIH.

[

Manage Microsoft Entra ID

Manage access, set smart policies, and enhance security
with Microsoft Entra ID.

——

4 @

All resources Quickstart Azure Al Kubernetes virtual Storage

Center services

3. Select “App registrations”.

O overview
8 Preview features

# Diagnose and solve problems

Manage

& users

& Groups

Wi External Identities

&b, Roles and administrators
& Administrative units

% Delegated admin partners
#f Enterprise applications

LW Devices

. App registrations

{& Identity Governance

¥ Application proxy

Licenses
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Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

— = -

More services
services machines accounts
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4. Select “All Applications”.

t New registration @ Endpoints &2 Troubleshooting () Refresh & Download [ Preview festures | & Got feedback?

@ Starting June 30th, 2020 we will no langer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph, We will continue t
need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

Owned applications  Deleted applications

O start typing a display name or application (client) ID to filter these r... *5 Add fiiters

5. Inthe search bar, search for the application which was created for TEOS usage.
Open the application by left clicking the name.

All applications ~ Owned applications Deleted applications

0 TEOS P T Add filters

14 applications found

Display name T

0365 TEOS

6. In the overview, select the blue text behind the ‘Client credentials’ which shows ‘x
certificate, x secret’.

] pelete & Endpoints [ Preview features

= Essentials

Display name 1 0365 TEQS Client credentials

Application (client) ID : Redirect URIs public client
CObject ID : Application ID URI : Add an Application 1D UR
Directory (tenant) ID : Managed application in l.. : 0365 TEQS

Supported account types : Al account users

7. Select the option ‘New client secret’.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as 2 credential.

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Description Expires Value © Secret ID

Password upleaded on Thu Mar 16 2023 3/15/2025 0]
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8. In the tab on the right side, fill in a description and an expiration date for the secret.
Once this has been done, select ‘Add’.

Add a client secret

9. Once the secret has been added, Copy the ‘Value’ as this will only be shown once after
creating the secret (the ‘Value’ will be the credentials used in TEOS).

x
o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (2) Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T New client secret

Description Expires Vall Secret D

Temp 11/18/2024 MNoedQ /aU9hAYYfasCKeSiu-PXVRo.., [ 41c4e795-F1bf-48ba-a1cd-df28feddbob1

[

(=
= =

Password uploaded on Thu Mar 16 2023 3/15/2025 1 —— d573db1c-9f65-444f-a2fa-bf23b50e4123

10. When the secret is created you will see the following:
Name

Expire date

Secret ID Value (please Copy and paste this Value as you will only see this once).
Secret ID

®
@ Appiication registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T New client secret

Description Expires Value @ SecretID

TEOS Power Bl 1/13/2025 RCBQ~cYHQLWTTION [ [B2e70b49-94fe-44¢8-b7e7-

=4
[=}

You finished the steps for creating a new client secret, the secret ‘Value’ you
have created needs to be configured in TEOS Manage.
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Update your Client Secret in TEOS.

1. Login to your TEOS web interface with an administrator user.

W TEOS

Making spaces perform

2. Navigate to ‘Server Management’.

—
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Workplace Solutions

Schedules and Alarms
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Content Creation

b7

Media and Data

3. Select the tab ‘Settings’.

W TEO0S [=]

4. Select the option ‘Azure AD App & Power BI Settings’.

ngs
On this page you can manage your main TEOS settings that will be reflected on devices, applications and users.

Client settings Content creation settings

Guests sign-in solution settings

Default TEOS App settings

Room booking solution settings

TEOS server settings

Tenant settings

| Azure AD App & Power Bl Settings |
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5. Fill in the secret ‘Value’ which you have created under ‘Client Secret’ and

click on ‘Save'.

Server Management f Settings / Azure AD App & Power Bl Settings
Azure AD App & Power BI Settings
On this page you can set-up your Azure AD and Power Bl settings to use within

Azure AD app configuration

Below setting apply to both the Azure AD settings and Office 365

Authentication type App authentication v
Client ID 99ch7 95
Client Secret ~  rrerereess

TenantID 0 eEesssess

You have now updated you Client Secret for Office365.
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For more information
visit pro.sony/TEOS
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