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Overview

This document will explain how to add devices from Building environment using the KNX, DALI
or LoRa protocols.
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Requwements

From Manage for TEOS 2.2 on premise

e Only LoRaWAN sensors are compatible with CLOUD platform, KNX and DALI
integration are only working on premise

e For KNX: A KNX to IP interface (not supplied)

e For DALI: A DALI to IP interface (not supplied)

e For LoRaWAN: a LoRa gateway (not supplied) and access for Manage for TEOS to
internet (for TheThingsNetwork synchronization), the requirement for a gateway for EU
region usage a frequency compatibility from 863-870 MHz with 8 channels at least

e You can find all the LoRaWAN gateways compatible in this URL under
thethingsindustries website

e Multitech Conduit AP (https://www.multitech.com/brands/multiconnect-conduit-ap)

e Seeed Studio The Things Indoor (for demo purpose found in Amazon HERE.

e The Gateway MTCAP-868-001A for the version with power supply and MTCAP2-868-002A-POE
for the POE version are proposes by Alcom which are working on deployed installations.

e Access to Manage for TEOS Server as administrator (to install the Sensor listener

e TEM-SL20.xY package of 20 devices licenses to be added into TEOS, you can have for

100 and 1000 users
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1. Building & 10T devices compatibility & Workflows with TEOS

1.1.Usage
From TEOS 2.2, new building & 10T devices are added into TEOS in order to take benefit of
the existing building dedicated devices from your building and use them into TEOS to take their
benefit and use it into TEOS for AV or Building control.
Using the Building & loT and the automation scenario in TEOS you will be able to use for
example the KNX sensor (if you have) used for the Light where data is retrieved into TEOS to
start the meeting and the display. A lot of workflows can be achieved using it.

Sensors, switchs (DALI, KNX) Devices Date/time Meeting schedules & Other
« Device localization o
W :
Conditions : L . :
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b T—
Value, average, highest, lowest,.. Power status, volume, external input Day, month, yesr, day of week. Booked currently, shortly, latertoday || Action, content, scenario active
j0
28°
3¢ e XS
N . et A aet™
When All ¢ e“\is e® X0 e ee"\“% &m\\%
or Any of them 00\@6 ‘j“ o o 0 ) S\N\w‘“ e o“"’d'
250 e ©\e* e 2 o o
Ao\ & e € e (€ (s O
Rt exo" 8¢ 3 W e
A0B° e of e o 00 " &
mee 4ot ae “e“& % eﬁp‘e ‘es"- ‘_\‘\@,y o“e‘
Qe e W o e e we e ®
oV et et
et WO
Wee
Devices Device localization Meeting schedules Email
- =
T .- ]
i o e [ -
Actions N > w = —
e —
Write value Set power status, volume, start 3pp.. Book, turn light ON/OFF, Dim lights... || Book ad-hoc, start/stop meeting Send an email

Get also the flexibility of TEOS Sensors into your existing building to be able to use sensors
without having to use cables for them and get a very low consumption technology to keep them
for a long time.

Sy @

Easy installation Low maintenance Minimum infrastructure
Retrofitting any building Global scalability Lean costs
Secure GDPR compliant Data efficient
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1.2Hardware details for Building & loT

TEOS Version 2.2 offer an integration with building management. The 3 new building
interfaces/gateway integrated into TEOS are:

LoRaWAN {7\ X AL

Integration
with TEOS

KNX
Using KNX to IP interface
(not supplied), connection to
Address groups

DALI
Using DALI to IP interface
(not supplied), connection
to group, devices and scenes

LoRaWAN
Using LoRa Gateway and
ThethingsNetwork (EV,

ASIA, BRAZIL, US-WEST),
(not supplied)

End devices compatible

Switchs (including sensors
and actuators

Device (relay,
Scene

light.), Group

Sensors for TEOS
and other sensors

integrated Data type
(DTP) in TEOS

1(0,1), 5 (0...255),
6 (-128..127), 7, 8, 9, 12, 13
14, 29

Light (ON/OFF),

,Lights (Dim level)

Temperature, Humidity, CO2,
Presence

Communication with TEOS

3671 TCP/UDP — Com
80/443 TCP — Web service

23 TCP - Communication
80/443 TCP — Web service

1883 TCP — MQTT
Connection

80/443 TCP — Web service

During development, the different protocols has been tested with the following devices
(examples for test purpose):

(0]

KNX: Enertex® KNXnet/IP Interface (IP interface for TEOS)
MeanWell, KNX-20E-640 (Power supply 19,2W for KNX Bus)

o Jung 4072.01LED (interrupter KNX)

(0]

O
O
O

DALI: Foxtron Dalinet

Foxtron DALIpwr
Froxtron DALIdIim
Foxtron DALIrel4

supplied by Sony)
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Esylux KNX pd 360/8 KNX Basic 360

LoRa Gateway: Multitech Conduit AP
LoRa Server: TheThingsNetwork console
Sensors: DESKSENSE, OFFICESENSE2PRES, OFFICESENSE2COMF (Can be
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2. Installing and enabling TEOS Sensor service (for on-premise)
This section explains how to enable into TEOS the possibility to use KNX, DALI and LoRa

devices.

2.1Install Sensor Listener for Service TEOS into your TEOS Server

First, you need to go to your Manage for TEOS Server as an administrator. Download the file
Sensor Listener for TEOS Server Setup_1.3.msi (you can download it HERE). Or you can find

it under https:/bit.ly/sonypsetech under 5.1 building and iOT for TEOS.
In your Manage for TEOS server, run the software and press “next”

12 TeosSensorListenerService

Wizard

The installer will guide you through the steps required to install TeosSensorListenerService on pour
computer.

‘it ANING: This computer program is protected by copyright law and intemational breaties.
Unautharized duplication or distribut

pl ion of gram, or any portion of it, may result in severe civil
or ciiminal penalties, and will be praseLted to the matimum extert possible under the law

Welcome to the TeosSensorListenerService Setup [

Choose the path for the installation, by default C:\Program Files(x86)\Manage for
TEOS\SensorListenerServerforTeos

5 TeosSensorlistenerService

Select Installation Folder LA

The installer will install TeosSensorListenerS ervice to the following folder.

Tainstallin this folder, click "Mext". Tainstall to o different folder, enter it below or click “Browse"

Folder
C:\Program Fies (+85/\TEDS Manage\TeasSensorListeneiService'

Browse...

Disk Cost

Install TeosSensorListenerService for yourseff, or for anyone who uses this computer:

(@ Everyons
O Justme

<Back Cancel

Click “next” and finish after the installation is done.

15 TeosSensorListenerService

Installation Complete

TeosSensorListenerServics has been successiully installzd,

Click "Close' to exit.

Please use Windows Update to check for any crtical updales (o the NET Framework.

X

Go to C:\Program Files(x86)\Manage for TEOS\SensorListenerServerforTeos and open the

file TEOS_SensorListenerService.exe.config with a notepad

5 | Building & IoT for TEOS — Installation and user manual
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|14 | 5 | TeosSensorlistenerService

€ v

st Quick access
B Desktop
4 Downloads

Documents

X% %%

&= Pictures

121 items.

Share

[C:\Program Files

View

\TEOS Manage\Teos
Name

=/ system.servicemoaer FrmTves.ail
System ServiceModel Security.dil
System.Text.Encoding.dll

System Text Encoding.Extensions.dll
[4] System Text RegularExpressions.dll
[4] System Threading.dil

System Threading.Overlapped.dil
System Threading. Tasks.dil

% System Threading.Tasks. Parallel.d
4] Systern.Threading.Thread.dl
System Threading. ThreadPool.dil
System. Threading.Timer.dll

System ValueTuple.dll

System Xml.ReaderWriter.dll
System.Xml XDocument.dl
System.Xml XmiDocument.dil
System.Xml.XmSerializer.dll
System Xml XPath.dl

[] System.Xml.XPath XDocument.dll
[] TEOS_SensorlistenerService

| ] TEOS SensorlistenerService.exe.config
[ ] TEOS SensorlistenerServicelnstallState

1itern selected 1.31KB

Date modified
3D/ 201D e P
3/26/2018 4:24 PM
3
3

/26/2018 4:24
3/26/2018 4:24 PM
/26/2018 4:24 PM

:24 PM
/26/2018 4:24 PM

/26/2018 4:24 PM
/26/2018 4:24 PM
/26/2018 4:24 PM
/26/2018 4:24 PM
/26/2018 4:24 PM
/26/2018 4:24 PM

/26/2018 4:24 PM
/26/2018 4:24 PM
/26/2018 4:24 PM
/26/2018 4:24 PM

5/15/2020 9:35 AM

5/20/2020 10:534 PM

~ O

- o X
(2}
Search TeosSensorListenerSer.. P

Type Size &
AppiICaTIon exTens.. T
Application extens... 21KB
Application extens... 21KB
Application extens... 21KB
Application extens... 218
Application extens... 218
Application extens... 218
Application extens... 22KB
Application extens... 218
Application etens.. 21 kB
Application etens.. 21 kB
Application etens.. 21 kB
Application extens... 218
Application extens... 218
Application extens... 218
Application extens... 218
Application extens... 218
Application extens... 218
Application extens... 218
Application 26 KB
CONFIG File 2k8
INSTALLSTATE File BKE

Change in the value of the key ManageforTeosUrl with your own server name

File Edit Format

<configuration>
<startup>

</startup>
<appSettings>

View Help

7| TEOS_SensorlistenerService.exe.config - Notepad

<?xml version="1.8" encoding="utf-8"2>

<supportedRuntime version="v4.@" sku=".NETFramework,Version=v4.7.2" />

- o

<add key="TeosManageUr1" value="http://{TN0n EnrT S
<!--URL without trailing slash-->
<add key="LogEveryMessageReceived" value="False" />
<!--True/False-->
<add key="EnableKnx" value="True" />
<! --True/False--»
<add key="EnableloRa" value="True" />
<!--True/False-->
<add key="ClientSettingsProvider.ServicelUri” value="" />
</appSettings>
<system.web>
<membership defaultProvider="ClientAuthenticationMembershipProvider">
<providerss

1host s

</providers>

</membership>

<roleManager defaultProvider="ClientRoleProvider” enabled="true">
<providerss

</providers>
</roleManager>
£ /cuctom wahy

Unix (LF)

Ln7, Col 44

100%.

x

<add name="ClientAuthenticationMembershipProvider” type="System.Web.ClientServices.Providers.Cl

<add name="ClientRoleProvider” type="System.Web.ClientServices.Providers.ClientRoleProvider, Sy

2.2Enable Sensor Reader under TEOS Backbone web.config

Go to C:\Program Files\Manage for TEOS\www\backbone and open the file “web.config”.

e backbone -|a
Home Share View v e
€ v i [ <« Program Files » TEOS Manage » www » backbone v ¢ p

) ) Name - Date modified Type Size
X Favorites oy Bups vie e
B Desktop Content 3 File folder
& Downloads ciistorm
. Recent places EmployeeApp
firmwareuploads
1™ This PC fonts
help File folder
M Network license File
logs File folder
mailtemplates File folder
mra File folder
outlookaddinuniversal File folder
Scripts 4 File folder
upload 5 File folder
Views File folder
__| DeviceEnergyConsumption.csv File 72KB
_| exampleimport.xlsx File 10KB
| favicon 32KB
__| Global.asax X File KB
7 NLog INFIG File 1KB
| packages 4 CONFIG File 10KB
| Web 5/18/2020 10:40PM  CONFIG File 14KB
26items  1item selected 13.4KB
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On lines 71 (ReadSensors) and 73 (EnableAutomation) change the value from false to true.

[ C:\Program Files\TEOS Manage\www\backbone\Web.config - Notepad ++ [Administ
File Edit Search View Encoding Language Settings Tools Macro Run Plugms Wmdow ?
o o @ & M hig @& @B = [o W

B change log £3 [=] Web.config E3 IE

<add k ! val Y >

="g: \data\upload\f7647032 c973-42c8-b6fa-377e3b0cadf0" />
"SalesAppPath" value="c:\Data\www\Sony Sales App\upload" />
"TEOSConnectIntegration" value="false" />
"hueUsername" value="" />
"GoogleCal_sqglserver" value="teospipeline.teosdemo.com" />
5oogleCal_sqgluser" "googlecalendar" />
oogleCal_sqglpass" "4Et5)98GzATHit" />
"GoogleCal : sqld.b oogle Calendar Logins" />
to enabl e iptv add-on-->
<add key="EnableIpTv false" />
!-- setting to enable or disable reading of KNX/DALI/LoRa sensors -->
<add key="ReadSensors" value="true" />
<!-- setting to enable or disable automation scenarios -->
<add key="EnableAutomation" value="true" />
- </appSettings>
B <location h="mra">
<system.webServer>

TEQOS is now ready to receive and send data using the different building protocols

Go to Services under your server and start the TEOS Sensor listener service. Make sure the
service is also setup in automatic to restart automatically if the server reboots.

3. Enabling TEOS Sensor service (for CLOUD)

For the Cloud version (SaaS) of TEOS Manage the sensor service is managed by the support
team, please contact them with the follow email address support@teos.support and ask to
enable the sensor service on your TEOS tenant for it to work under your account.

4. Configuring the controllers for the integration of TEOS

4.1. Configure a KNX controller and end device
Using the example of the Enertex gateway the most important is that your device can be accessible on
TEOS on an IP level, the port used for the communication with the interface is 80 and 443. TEOS will
need to access to the end devices using his address, please make sure the device (such as a sensor
r actuator) has an address

ETS5™ - TEOS e -1a]

G =t Worplce Commissioning  Diagnostics Apps Window

@ Close Project Undo =% Reports Workplace * Catalogs [l Diagnostics

Buildings ¥ OEEESN -, Properties

& Add Devices | * X Delete W Download | * @ Info ~ Reset Unload * &4 Print A Find and Replace
[ Buildings *  Addres Room Description Application Program Adr Prg Par Grp Cfg Manufacturer Order Num P | Workspaces

[55 Dynamic Folders 116  Room1 ESYLUX_BASIC QO QO O svux E£810430442 ESY O7ia

4 @y TEOS 118 Room1 AP-IP-Interface-1 - @ © @ © Enertex Bayem GmbH 00001150  KN3 odo lems

4 [ floor 1 © Pending Operations

Active History

4 {] 1.1.6 ESYLUX PD360/8 Ba...
52| 0: Input: Lock light chan..
82| 1: Input: Light channel...
82| 2: Output: Light channel.
82| 4: Output: Light value -
#2| 5: Input: Lock motion d...
82| 7: Output: Motion detec...
82| 8: Input: Reset -

4 4] 1.1.8 KNXnet/IP Interface

Communication

You can monitor under ETS5 software the devices under the KNX bus to see |f the data is
sent.
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3O Edit Workplace Commissioning Diagnostics Apps Window

v | = | E. KNX
~ Connections at [l Stop @ Clear = = Print Q) Replay Telegrams t ~ Group Functions

Interfaces Group Address Data point type 1001 switch ~ Delay time[sec] 0

Options Last received value Value off - Send cyclically
- Monitor £+ Time Service  Flags Prio  Source Add Source Name Destination Destination Nam Rout  Type DPT Info

» Group Monitor
Bus Monitor
- Diagnostics

Unload Device
Device Info
= Individual Addresses
Programming Mode
Individual Address Check

Line Scan

4.2.Add a DALI controller and end device*
Using the example of the Foxtron gateway the most important is that your device can be
accessible on TEOS on an IP level, the port used for the communication with the interface is
80 and 443. TEOS will need to access to the end devices using a group/device or scene
number.

File DAL Bus Preferences.

DEd %Wy L0z

Gd DALD) | Oeviceinto
£ Group (60) Nome DALI25W1Ch LedP... Aticle Number(83453849-1Ch...  Update..
m(é Group1 (61) Manufacturer Lunatone Serial Number| 10234 Formvare Ver 12
BHE Group2(62) DAL Device Type 6 Short Address| 2] [ sa
@ DALI2SW 1Ch Led Powes Supply 36V (48) L Wz i i

% DALI25W 1Ch Led Powes Supply 36V (410) Membes of Groups

@G85 (8] (30 ) fi] () ) (]
General

% DALI25W 1h Led Power Supply 36V (AL1) il
@ DALI25W 1Ch Led Powes Supply 36V (414) I}
W DALI25W 1Ch Led Power Supply 36V (AL6) H
‘W DALI2SW 1Ch Led Power Supply 36V (428)

'@ DALI2SW 1Ch Led Power Supply 36V (429) g:

& DALI25W 1Ch Led Powes Supply 36V (232) % Scenes- Licht Level [0.100%], MASK
W DALI25W 1Ch Led Power Supply 36V (A0)
9 DAIZIWICH Lud P Suply SOV IM3) [0 [Mask 4 [MasK 8 [MAS 12 [MASK
@ DALI25W 1Ch Led Power Supply 36V (442) e s = o B
% DALI2SW 1Ch Led Power Supply 36V (443) m | "U_‘ = :"9 B = - f*
L Group3 63 [ MaasK = A
[ 04125 11 Led Power Supply 36 120) [ R m7 [Wasc B [ Mas 1 [MASK
@ DALISW1Ch ipply 36V (A1)
@ DALI 25W 1Ch Led Powes Supply 36V (43) [Lomn__ ) | DAUPsameter
@ DALI 25W 1h Led Power Supply 36V (46) o]
¥ DALIZSWICh Jpply 36V (AL3) ] [ MIN Level ¢ 2% %
W DALI 25W 1Ch Led Power Supply 36V (AL9) Actusl Levek: [ MAX Level Q 10 %
@ DALI 25W 1h Led Power Supply 36V (A20) 100% (254) [Fomcontent a K%
W DALI25W 1h Led Power Supply 36V (A22)
@ DALI2SW 1Ch Led Power Supply 36V (A24) [System Fai Level o 5%
@ DALIZSW 1Ch Led Powes Supply 3V (426) S | FadeTime 0 10)s
W DAL 25W 1Ch Led Powes Supply 36V (A%) st [ Fade Rate i 4T step/s
&1{E Group 4 (64)
@ DALI2SW 1Ch Led Power Supply 36V (42) Ty i
@ DALI2SW 1Ch Led Power Supply 36V (A15) . PusM Pacumncvt 3
@ DALI 25W 1Ch Led Power Supply 6V (AL7) [Csa ] | lessbz 4
@ DALI25W 1Ch Led Power Supply 36V (A31) o
1T aier 7] Disable Broadcast for Are and Config Comemands

4.3.Add a LoRaWAN controller and end device
For LoRaWAN TEOS Sensors integration and taking the example of the Multitech gateway and
TheThingsNetwork integration, please make sure, TTN platform can receive the data from the devices,
which means that you have a gateway and an application created.
Be aware that from December 2021, the V2 Console will be shut down and thethingsnetwork will
be only V3. We recommend you to use directly the V3 platform or to use our Sony
thethingsindustry platform (please contact us for that part)

3.3.1 Configuration of the LoRa Gateway

Using the Multitech Conduit AP, connect the device to a network where you can access on and the
gateway get an internet access. Open the web browser of the gateway (please follow the steps defined
by the vendor for the first usage of the gateway) and login.
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curisé | 192.168.100.235/sign-in?redirect="%2Flora%2Fnetwork

tteosmanag.. @ httpsi//www.teosm.. & ASUSLogin |  teospipeline @ Remote Configurati..

MULTITECH@®)

mPower™ Edge Intelligence Conduit AP

Go to LoRaWAN page and select Network Settings. For the gateway setup the gateway in packet
forwarded. By default, the gateway will forward the packet to the public thethingsNetwork.

Network Settings Mode Packet Forwarder Network Server Lens Serve:
Setup s =
e g Gateway EUI for TTN
Tunnels

LoRa Card Information

Administration

Status & Logs

Commands
LoRa Packet Forwarder Configuration
Apps
Gateway Info
Hel
il uuio N 3E6A0BES-94B4-AB3E-CBBE-C16FBFA43CT6

Serial Number W 20670643

Save your configuration and restart LoRa Services, the gateway should show the status “RUNNING”

3.3.2 Configuration in TheThingsNetwork
Go back now in TTN console https://console.thethingsnetwork.org and click on Applications>add
application. Define here your Application ID, you can add a description and the region of usage and click
save. The Application ID generated here will be used in TEOS for the authentication of TEOS with this
application.

Add application

Owner ™

‘ EulHaume ~

Application ID™

my-new-application

Application name

My new application

Description

Description for my new application

#
Optional application description; can also be used te save notes about the application

Enter in your application to add the payload data for TTN to decode the data sent by the sensors, add
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the type of data you are expecting and the device in this page. Go to payload formatters and uplink.
Select javascript and add the following script in the platform. Script can be found under
https://bit.ly/sonypse/tech under Building and ioT for TEOS

Default uplink payload formatter

@  'ou can use the "Payload formatter” tab of individual end devices to test uplink payload formatters and to define individual payload formatter seings per end device.

Add your TEOS Sensors into TTN platform.
For that go into Applications > Devices and add a device, add a device ID, the device EUI (for TEOS
sensors) is directly into the device and can be sent separately with the app key which is another security
key.
Press add end device and select manually and select the LoRaWAN version which is MACV1.0.3

m Sensors

Register end device

- ]
=0 Overview

From The LoRaWAN Device Repository Manually
A End devices
M Livedata Preparation
<% Payload formatters ~ Activation mode ® *
®  Qver the air activation (OTAA)
M uplink .
Activation by personalization [ABP)
N Downlink Multicast
Do not configure activation
J.  Integrations hd

LoRaWAN version @ *

= Collaborators
MACVL.0.3 ~

Press start and in the next page insert the end device ID (the one you want), and add the appEUI (you
receive in the list from us) and device EUI (which is shown directly in the device hardware sticker. Press
after network layer settings to go to the next step.

For TEOS sensors, the application EUIS are:
- DESKSENSE (desk): 70B3D5FFFEOB5505
- OFFICESENSE2PRES (Presence sensor): 70B3D5FFFEOB5501
- OFFICESENSE2COMF (comfort sensor): 70B3D5FFFEOB5502
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Register end device

Frem The LoRaWAM Device Repasitory Manually

Basic settings Network layer settings Join settings

End device ID's, Name and weys, NetlD and kek

Description

End device ID@® *

deskol

AppEUI @ ™

15 16 16 12 12 15 14 45 e

DevEUI® *

54 85 48 42 16 16 46 46||

End device name @
My new end device
End device description @

Description for my new end device

Fa
Optional end device description; can also be used to save notes about the end device

Network layer settings >

Select now Europe 863-870 MHz (SF9 for RX2 — recommend) frequency for Europe and press join
settings

From The LoRaWAN Device Repository Manually
° Basic settings ———— o Network layer settings Join settings
End device ID's, Name and Frequency plan, regional Root keys, NetID and kek
De: parameters, end device abels.

class and session keys.

Frequency plan @ *

Europe 863-870 MHz (SF2 for RX2 - recommended) v

LoRaWAN version @ *

Regional Parameters version @ ™

PHYVLO0.3 REVA

LoRaWAN class capabilities @
Supports class B

Supports class C

Advanced settings

Join settings >

Last step is to add the AppKey that you receive in the list of device when purchasing. Press Add end
device to finish the process.
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Register end device

From The LoRaWAN Device Repository

Basic settings

Manually

End device ID's, Name and

Description

Root keys

AppKey @~

Network layer settings  ——— oJoinsettings

Frequency plan, regional
parameters, end device

class and session keys.

65 46 4D 31 31 1D 51 D6 51 C6 51 €3 1C 51 C1 3§ ‘0

Advanced settings

< Network layer settings

Root keys, NetiD and kek
labels.

Add end device

The configuration is now done, you can check the data received and converted by TTN under the “Live
data” page for all the devices on your application or per device.

B sensors
Time Entity ID
55 overview L sui
A End devices
M uvedata
W35 gud
<> Payload formaters - .
©17:37:87 qui
T uplink ©17:37:07 qui
& Downlink © 17:37:97 il
1. integrations v @uner gul
2% Collsborstors A 17:16:81 w2presencez
4 17:15:55  v2presencez
Or APikeys
@ 17:15:55 vZpresencel

data

3

Applications » Sensors » Livedata

Type

Dalete end device

Delete and device

Create end devies

Create eng cevice

Create and device

Ferm

uplink data mess

Fermard uplink data message Payload: | hwVersisn: 8, swVexsion: 4 vdd: 2.379 1 626584 11 6B 85 63 02 64 22 69 48

Accept join-request

age Payload: { humidity: 69, tempC: 22.66 } 38050A3245 FPort: 45 SNR: 7.75 BSSI: -38

Data preview Verbosestream Ml Pause [ Clear

RSSI: -35 Bandwidth: 125668

.3.1 Gateway Creation in TheThingsNetwork (optional)
For you to see if you gateway can connect to ThethingsNetwork and get information from it. This
could help for troubleshooting if your device is not connected then you know why you can’t get

Go to https://console.thethingsnetwork.org and create an account, when you have access to the

console, select gateways to create the link between the gateway and TTN. Select the Europe EU1

cluster in Dublin.

-,
‘ ‘ Choose a network cluster
NETWORK

Device or gateway location

France v

Existing clusters

Europe 1 -ommended)
n

eul - Dublin, Ireland

North America 1
nam1 - California, USA

Australia 1
aul - Sydney, Australia
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https://console.thethingsnetwork.org/

After clicking login into your TTN account

"'.' ﬁ‘ ;rnsu!mncs sTack B3 Overview O Applications ob Gateways &% Organizations

THE THINGS
INDUSTRIES

Welcome back, Guillaume Oliveira! §)

Walk right through to your applications and/or gateways.

Need help? Have a look at our @ Documentation @ or Get Support @.

~\
[ 000]
Go to applications Go to gateways

Insert a gateway ID with the gateway EUI (shown below), define the Frequency Plan (868MHz) if you
are in Europe and select the TTN server to be used (in our case ttn-router-eu). Press save

Add gateway

General settings

Owner”™
guillaume

Gateway ID®*
my-new-gateway

Gateway EUI®)

‘t EUl

Gateway name @

My new gateway

Gateway description @

Description for my new gateway

When you save the page, you will have a gateway key that you can copy to be used later in the gateway
to synchronize the gateway with TTN.

gtw-ttn-gfo

ID: gtw-ttn-gfo

= Disconnected A% 1Collaborator  ©w 0 APl keys

General information * Live data
Gateway ID gtw-ttn-gfo [

Gateway EUI 58 AG CB FF FE 80 33 OF < B

Gateway description None

Created at May 15,2021 07:43:21

Last updated at May 15,2021 07:57:54
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5. Adding a Building/loT controller to TEOS

After following the other section, you can now integrate your devices into TEOS
Go to your TEOS web interface and in Administration, select “Building/loT Controllers.

me to your administration

hm mvmmn ‘manage your devices and users. Just select the required category to administrate them.

Manage devices and assets

AV Devices Videoconferencing Devices Building/loT Controllers Equipment

From this menu you can add a KNX, DALI or LoRa controller. Click “add building controller

Building/loT Controllers

On this page you can add and manage Bullding and loT controllers, to control and configure sensors for meeting rooms, desks and much more.

Add building controller

5.1.Add a KNX controller and end device
When you select KNX controller in the controller brand, insert a name and the IP address of
the KNX to IP interface. You can put a location for the gateway (a site, floor etc) and the
measurement interval. In fact, TEOS is requesting using this interval to the IP interface the
data of the BUS. Click save and come back to the controller you just created.

Building/loT Controller

On this page you can edit the settings of a Building and IoT controllers, to control and configure sensors for mesting rooms, desks, and much more.

General KNX Devices

Naine KNX Controller

Controller brand KX v & Sensor: Rocker swilch 1(DPT_1)  Room FDU With alot of tex! just lomake . rolbe

1P Address 102.168.0248 Actuator: Lamp 1 (DPT_1) Meeting Room 1b John

Locsted in Meeing Rootn 1b John -
Actuator: KX Dimmer DPT 8 Meeting Roam I John
Measurenent interval 5 Minutes,

Actuator: Lamp 3 (DPT 1) Room |

wB We wB we e

Actuator: Lamp 1 On/off [DPT_1)  Room FDU Withaa ot of text just lo make . rolbe

To add KNX devices, Click now on “Add KNX GROUP OBJECT”, add a name the group
address of your KNX device, the data type (you can find here information about data type) the
location of your device, if it is a sensor device or an actuator and the unit TEOS should use
and the type of actuator you have to dim lights or turn on/off lights. You need to have licenses
for Sensors to be able to add devices. Make sure you have them.

Edit KNX group object

Natne Rocker swilch 1

Group address 11376

KNX data type et

Located in Room FDU With a lot of text just to

Device type O Sensor @ Actuator

CLOSE SAVE AND CLOSE

Add all your devices and save. When saving you go back into the controllers list. Wait the
measurement interval, every 30s you can see an update directly on TEOS interface with the
status of each device and the value.
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Building/loT Controllers

On this page you can add and manage Building and 10T controllers, to control and configure sensors for meeting rooms, desks and much more.
Add building controller

KNX Controller [e) Meeling Room 1b John 1 Sensors, 4 Actuators ~

o
Located in: M. b3 ~Located
b | Onoll
Located in: | ~Located FL [
LoRa JVE LoRa: eu thethings.network 2Sensors ¥
sssssss
Last value received: 5/1 ~Last vals d:
Located in: Meeling -Located R
TEOS Dali Room 1 1 Actuators ¥

5.2. Add a DALI controller and end device
The procedure is similar to KNX procedure. When you select DALI controller in the controller brand,
insert a name and the IP address of the DALI to IP interface. You can put a location for the gateway (a
site, floor etc). Click save and come back to the controller you just created.

Building/loT Controller

On this pege you can edit the settings of a Building and loT controllers, to control and configure sensors for meeting rooms, desks, and much more.

General DALI Devices

Naime TEOS Dali

P o < Actuator: Senor | Room | @
&

1P Address 192.168.00222

Locatedin Room v

To add DALI devices, click now on “Add DALI OBJECT”, add a name your DALI device, the object type
the address of your device, the location of your device, and the type of actuator you have to dim lights
or turn on/off lights. You need to have licenses for Sensors to be able to add devices. Make sure you
have them.

Edit DALI object

Natne Senzor 1
Object type ® Device O Group O Scene
Address

Locatedin Rootn 1

Actustor typs bt lonoll

CLOSE SAVE AND CLOSE

Add all your devices and save. When saving you go back into the controllers list. Wait the measurement
interval, every 30s you can see an update directly on TEOS interface with the status of each device and
the value.

Building/loT Controllers

On this page you can add and manage Bullding and loT controllers, to control and configure sensors for meeting rooms, desks and much more.

Add bullding eontroller

Lora TTI Q LoRa: sony.eul cloud.thethings.industries 4Sensors -

LoRA TTN ko) LoRa: eu.thethings.network 3 Sensors ¥

0 PM - Last value received: 5,
- Located in: Opera Meel

- Last value received: 5/ |
- Located in: Opera Mee

- Last value received: 5/
- Located in: Opera Mee

Releeshing sl 18 seconds

5.3.Add a LoRaWAN controller and end device
When you select LoRa controller in the controller brand, insert a name of the controller.
Select the TheThingsNetwork region you want to use (in our example select
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eu.thethings.network). Put after the application ID you have configured in the section upper
and the TheThingsNetwork access key generated.

Building/loT Controller

On this page you can edit the seftings of a Building and loT controllers, to control and configure sensors for meeting rooms, desks, and much more:

Genera LoRa Devces

Naine Lora TT1

S Lot The etk Y Sensor: GO Home - MROI Sensor Opera Meeling Room

UL oD cusl e sk Sensor: GO Home - DESKO1 Sensor Guillaume Home - DESKO1

we we

Custor ThaThingsNetwork Host sonyeut cloud thethings. industries
TheThingsNatwork spplication ID sensors-in-sony@sony

TheThingsNatwork accass key

To add a sensor into LoRa you need to know what type of information
Using TEOS Sensors Manage for TEOS can get the following data from each sensor:
- Desk:
o Occupied
o Battery level (when starting and each 12hr, in TTN)
- Presence sensor:
o occupied
o Humidity
o TempC (temperature in Celsius)
o TempF (temperature in Fahrenheit)
o Battery level (when starting and each 12hr, in TTN)
- Comfort sensor (old version, new version will get the luminance):
o Co2CalCounter
o Co2
o humidity
o tempC
o Battery level (when starting and each 12hr in TTN)
Insert the name for the sensor in TEOS, add the name of device created in TTN in device ID. In
measurement type, add the values you want to be retrieved from the sensor into TEOS. You can define
the location of the sensor, for example in a meeting room to be able to show the data into the

site overview.

Edit TheThingsNetwork &#160;LoRa device

Name GFO Home - MRO1 Sensor

TheThingsNetwork device ID
v2presencel

Temperature
tempC
Humidity

humidity

Oco2
[ Presence

CLOSE SAVE AND CLOSE

Important to know

About npositive and nsample (that can be seen into TTN) Sensor incorporate a false/positive routine.
nSample is the number of samples taken during this routine (which by default should be 6) and nPositive
are the amount of those samples where motion was detected. You will see that when over half of those
samples are positive(so at least 3) the device will report presence.When the device releases the room
(occupancy = 0) these values will be set to 0, which is what the message in your picture represents.
Look when the device reports presence (occupied = 1), these fields will have a value.

About presence detection workflow on both desk and presence sensor:
The presence and desk sensors incorporate basically the same routine (with slightly different time
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offsets). They do not report the presence information at a fixed interval but rather on a state change of
the room/desk (part of what makes sensors more intelligent and prolong the battery life).

The first message indicating the room/desk is occupied will be sent within a few seconds (up to 30
seconds for the desk) after a person takes place behind the desk or inside the room.

The sensor uses this time to go through a false/positive routine to verify someone is indeed there and it
was not just someone walking by, grabbing a chair, etc.

At set intervals, the sensor will again verify if someone is still present by going through the same
false/positive routine. Whenever no one is there, the sensor will (after a set time) send a second
message indicating no one is there anymore.

So, because of this routine the time between the 2 messages (occupied, not occupied) can vary
depending on the presence of a person and is not a fixed time.

As for the maximum time to release a room or desk again: the presence sensor will take up to 5 minutes
after the person leaves the room to release it again. For the desk this is somewhat longer (up to 30
minutes) to be able to grab a coffee without releasing your desk in the meantime.

All the data (like temperature etc.) is shown at the same time of the presence detection.

When the integration of the sensors you can see all the data refresh into TEOS.

6. Creating Automation scenarios with a Building/loT devices
You can find automation scenario feature under > Schedules and Alarm > Automation Scenario

Automation Scenarios

Auto Create Meeting

Power Off Virtual Device ]

Click “Add automation scenario” to create a scenario. In the following screen enter the following
details:

General
Add a name
Activate your automation rule
Define the level of priority
(This will be used to determine which schedule has the highest priority in case schedules have
conflicting actions)
General

Name TEOQS Automation
Active 0

Action priority 10

Conditions
This is the part where you can setup your automation rule, in this example we want to have a device
turned off in case the value of a sensor equals a specific value.

Please note that it is possible to add multiple conditions, the rule can become active in case it matches
all conditions or one of them.

For example when you want to turn a TV off in case there is no presence in a room or when the lights
go out.

You can also configure that a condition should match a specific value for 5 minutes before the
automation rule becomes active. For example in case the lights have been turned off for 5 minutes.
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Conditions

'-f“."hunc-l the following conditions are true|| Now MR

Sehsor v [ Value ~ Equals v |0 i
Sensor LoRa - Presence Sehsor/Presence (TECS Room) ~
4+ Add condition
Actions
The following actiohs will be tHggered:
Device v | Sel power stalus  w o
Device [ TEOS Manage v]
On/off Of «
Delay action 0 secohds
=+ Add action

Once you have saved the automation rule you will be returned to the automation rule overview.
From this overview you can verify which rule is active and which one is not.

TEOS Automation [ ]

When selecting the arrow on the right side of your rule an overview will be shown, this overview
contains the current values for your automation rule. In case the value matches your configuration, the
action will be executed and it will be shown as green (currently active).

TEOS Automation [ ]

- Sensor:

This overview will be refreshed every 30 seconds, a timer can be found on the bottom right corner.
Refreshing siates in & seconds

6.1. Room/desk booking, check-in and check-out
Within TEOS solution one of the targets is to make space efficient and simple to use. Thanks to the
sensors technology the following workflows can be achieved in the automation scenarios

1) When room is booked and waiting for a checkin, the sensor detects a presence and the checkin is
automatically done. If there is no presence, the checkin is not done and the room become available

2) When the room is not booked and presence is detected, book the room for a selectable time in the
automation scenario

3) When desk is booked and waiting for a checkin, the sensor detects a presence and the checkin is
automatically done. If there is no presence, the checkin is not done and the desk become available

4) When the desk is not booked and presence is detected, book the desk for a selectable time in the
automation scenario"

To make that possible after having your sensor connected to TEOS you need to go to schedules and
alarms and to Automation Scenarios:
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C ST

Automation Scenarios

Global Overview On this page you can add and edit automation scenarios, in order to force any action based on a scenario you will define, combining sensors, time and many other criterias:

Sorver Management

Site Management

Administration

Conditions (scenario requires ail conditions)
Workplace Solutions e

Schodules and Alarms
Actions.

Content Craation

Media and Data

Create a new automation scenario where you select as condition the sensor to have a greater value
than 0 and i fit is the case as actions to book automatically the calendar of your room with a subject such
as “autobooking” and the meeting duration which is recommending to be 10 minutes or 5 minutes
ranges. If you want also to do the autocheck-in you can add in the action the start meeting option for the
same room calendar with the option to autocheck-out if the is no presence. TEOS will manage the rest
of the usage and will check every with a background task the statuses and calendars to make that
workflow working. This is different from for example the fact of starting a device based on the sensor
detection, this will be done only once and when for example there is no presence, the state of the device
will not change. You need to add another scenario fort he power Off if sensor as no presence.

When | All | of the following conditions are true | Now e

Sensor ~| Value 4 Greaterthan ~| | O o
Sensor Lora TTI - v2presence/Presence (MR-Floor00-01) ~
+ Add condition
Actions

The following actions will be triggered

Meetings Schedule v | Bockad -hoc w o
Meetings

Schedule MR-Floor00-01 -

Subject Sensor booking

Meeting

duration 10 Minutes

Delay action | O seconds

Meetings Schedule v | Start meeting v i
Meetings

Schedule MR-Floor00-01 4

Stop meeting

afterwards Yes v

Delay action | O seconds

6.2. Actions on AV devices
When an action scenario is used to do actions on AV devices such as a BRAVIA for example when you
want to power it on/off based on a condition, take into account that when the condition rule is validated
the command to the device is send one time.
If you want also to change the status of the device based on the reverse of the condition, you will need
to create a dedicated condition for that. The condition change will not change the two status but only
change it once based on the condition validation value.

Volume, external nput and emall ®

Conditions (scenario requires all conditions)

I rron [ ] w nput
- Device ] - Device: v
- Extornalinput;
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