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How to setup Azure AD
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Description

Following the standards of IT, TEOS can synchronize with Azure AD (Cloud version of Microsoft
Active Directory) and at the same time use the App authentication (GraphAPl) to be able to add
room resource without service accounts.
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Requirements

Manage for TEOS server installed (from Version 3.2 at least)

Manage for TEOS need to access Azure AD

For MFA support make sure MFA is configured on user level within Azure
Access to the Manage for TEOS webpage interface with admin rights.
Domain name of the server cannot be different.
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1.Why synching TEOS with Azure AD

The Azure Active Directory (Azure AD) enterprise identity service provides single sign-on and multi-factor
authentication to help protect your users from 99.9 percent of cybersecurity attacks. This platform can be
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used also for systems synchronizations (such as TEOS) to get the user verification for this single point
which is Azure AD. Developer tools make it easy to integrate identity into your apps and services.
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What is Azure AD?

Azure Active Directory is Microsoft’'s multi-tenant, cloud-based identity and access management service.
It's the digital infrastructure that allows your employees to sign in and access external resources held in
Office 365 and an ever-growing list of other SaaS applications, as well as those held on a corporate network
or intranet. Azure AD’s strength lies in the flexibility afforded to it by being entirely cloud-based. This means
that it can either act as an organisation’s only directory, or it can sync with an on-premises directory via
Azure AD Connect.

Either way, it enables both on-premises and cloud-based users to access the same apps and resources,
simultaneously benefitting from features such as single sign-on (SSO), multi-factor authentication (MFA),
conditional access and more.

More importantly, it provides a single place from which to manage your identity, security and compliance
controls across your entire IT estate.

What does Azure AD do?
Azure AD provides different benefits depending on what you’re using it for.

For IT admins, it allows complete control over access to applications and resources utilising security
controls like MFA and conditional access. They can also use Azure AD’s built-in governance controls to
apply automated lifecycle management and privileged access limitations.

In addition to this, Azure AD also provides admins with the ability to automate provisioning between
Windows Server Active Directory and cloud apps like Office 365.

For developers, Azure AD can be used as a standards-based approach to enabling features like SSO and
for personalising the app experiences using existing organisation data through APIs.
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If you’re a user or employee, Azure AD means quick and easy access to work resources, on a multitude of
devices, from almost anywhere on the planet.

How does it work?

Azure AD, as the name suggests, is a directory — a container for your usernames, credentials and access
rights (typically to information-based resources).

Cloud-only or hybrid

Azure AD can be operated in ‘cloud-only’ mode, allowing your users to sign into their Windows PCs using
the cloud directory service. Alternatively, if you, like many organisations, are still tied to on-premise legacy
infrastructure, Azure AD can use your local Active Directory as a master for account data and operate in a
variety of hybrid modes.

Azure AD has been designed to enable easy integration with many of today’s popular SaaS applications,
enabling users to either single sign-on to applications directly or discover and launch them from a portal,
such as Office 365 or the Azure AD access panel.

Buttons: book now, find ancther room,
start meeting, extend, cancel P

I. R ")':
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Start time, End time, Subject, Description, 115 & MSSQL
Organizer. Response from TEOS Server

TEOS TEQs  TEOS Cloud
s Contral Control
nage " (if using cloud) Information send from AD fo Manage for
TEOS User Database
Synchronisation > TEOS and Azure AD Employee Name Qutlook client

Employee Email

Employee Password

Employee phone number (option)
Employee Number (TEOS ID card) ‘ \

Using GraphAPI
Available Fields (text): Start time, End time, Subject,
Description, Organizer, room Name

i

Welcome Back!

3. TEOS Checks credentials with Domain Controller—9

——4logging user‘\

m TEOS Webserver

properties 2. Check if user is known

Phone number Not mapped -

NFC / RFID ID

Default Localization officel ocation v

TEOS sQL-Server

2.Azure AD (for TEOS Cloud or on-premises)

2.1 Configure your Azure Environment
You will need to go to https://portal.azure.com to start the configuration of the TEOS application in your
Tenant.
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https://portal.azure.com/

Sign-in with admin rights to be able to create applications and be able to consent permissions.

1) When logged in into azure portal, go to Azure Active Directory

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial

Get 5200 free credit toward Azure products and services,
plus 12 months of popular free services.

Azure services

_|_

Createa
resource

>

Azure Active
Directory

&

App Services

Manage Azure Active Directory
Manage access, set smart policies, and enhance security
with Azure Active Directory.

Learn more &

4

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

— =
Quickstart Virtual Storage SOL databases  Azure Cosmos Kubernetes Mare services
Center machines accounts DB services

2) Go to the left column and click on app registrations to be able to create you TEOS application

Home >

o Sony France | Overview
Azure Active Directory

« + Add v 95 Mmanage tenants what's new = preview features A7 Got feedback?
@ overview =
- Overview  Monitoring  Tutorials
B Preview festures
_ Diagnose and solve problems =
< ? £ search your tenant

Manage

Basic information
& Users
£ Groups Name Sony France Users 32
8E External Identities Tenant ID EEEmiiaiesoiasy ([ Groups 1
&, Roles and administrators

Primary domain teosdemo.n| Applications 2
A Administrative units

License Azure AD Free Devices n

enterprise applications

Ol Devices Alerts

HL App registrations
Upcoming TLS 1.0, 1.1 and 3DES deprecation

Please enable support for TLS 1.2 on
clients(applications/platform) to avoid any service

Identity Governance A

¥ Application proxy

- _ impact,
¢ N Leam more
% Licenses
® Azure AD Connect My feed
k=l Custom comain names
@ Mobility (MOM and MAM) . ST n P

Password reset Global Administrator
View role information
Il company branding

View profile
& User settings

Secure Score for Identity

3.85%

Secure score updates can take up to 48 hours.

View secure score

» Azure AD Connect
¥ @ Not enabled

Sync has never run

Go to Azure AD Connect

3) Under app registrations press “New registration” and define a name for the App.
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gi= Sony France | App registrations =

Azure Active Directory

T~ New registration @ Endpoints .&9 Troubleshooting 'f) Refresh & Download & Preview features R'j Got feedback?

@ Overview

B preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will contin

X Diagnose and solve problems upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Manage
All applications Owned applications  Deletad applications
ah Users _—
& Groups R Start typing a display name to filter these results Application (dient) ID startswith X Add filters

8E External Identities

. 1 applications found
&l Roles and administrators

Display name T

Administrative units
n TEOS room bocking
& Enterprise applications

w

8 Devices
&% App registrations
& \dentity Governance

£ application proxy

4) Define a name that you can easily recognize for a region or a country or where you will use the
rooms/users. For Azure AD synchronization only, no need to add a redirect URI, the redirect URI
is used mainly for Office365 rooms management and for our TEOS Employee App and Mobile
App

Register an application

* Name

The user-facing display name for this application (this can be changed later).

TEOS-AzureAD v

Supported account types

‘Who can use this application or access this API?

@ Accounts in this organizational directory only (Sony France only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

‘Web v ‘ ‘ e.q. https://example.com/auth v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Mi

soft Platform Policies

URL redirect for TEOS Manage (room booking): https://auth.teosmanage.com/connect/office365.aspx
URL redirect for Employee App: https://auth.teosmanage.com/connect/office365-employee.aspx

URL redirect for TEOS Manage (room booking): https://auth.teosmanage.com/connect/office365v2.aspx
URL redirect for Employee App: https://auth.teosmanage.com/connect/office365-employeev2.aspx

You can go to authentication menu under the left column to review the redirect URIs
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https://auth.teosmanage.com/connect/office365.aspx
https://auth.teosmanage.com/connect/office365-employee.aspx
https://auth.teosmanage.com/connect/office365v2.aspx
https://auth.teosmanage.com/connect/office365-employeev2.aspx

P Search « A Got feedback?

B overview

& Quickstart Web Quickstart  Docsif! [il]
#' Integration assistant Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect
Manage URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions =
& Branding & properties B

3 TSR https://auth.teosmanage.com/connect foffice3565.aspx v | @[

Certificates & secrets https://auth teosmanage.com/connect/office365v2 aspx ]E[
11! Token canfiguration https://auth.teosmanage.caom/connect/office365-employee.aspx @[
% APl permissions https://auth teosmanage.com/connect/office365-employeev2.aspx ]E[
& Expose zn API Add URI
# App roles
& Owners

Front-channel logout URL
&, Roles and administrators This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
Wl Manifest work correctly.
e.g. https:/fexample.com/logout ~

Support + Troubleshooting

£ Troubleshooting Implicit grant and hybrid flows
& New support request Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and

doesn't use the authorization code flow, or if it invokes 3 web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

5) When you pressed to register, go then to API permissions, and start to add permissions by
pressing “add a permission” and select Microsoft graph

Search i,‘ Refresh :'-_' feedback? @ Migrosoft Graph
ttps://graph.micr r
W oveniew 1) Succeshully ranted semin consent for the recqrested permissions. What type of permissions does your application require?
& Quickstant
Delegated permissions Application permissions
A Integration assistant Vour appheats runs a5 2 background semvice or daeman without a

@ The “Admin consent raquired” column shows the dafault value for an organization. However, user consent can be customized par permissios

Manage
= Branding & properties Configured permissions
9 Authentication Applications are authy y are granted permissians by users/2dmins a5 part of the consent process. The st of co

all the permissions the 3 ons and consent
Centificates & secrets

” + (HGHapEmESEn ' Grant admin consent for Sony TEGS
I} Token configuration

Pr—— API/ Permissions name Type Description Admin consent requ.
& Expose an AP # Microsoft G
B App roles Application  Read calendars in all mailboxes Ves
B Owners Dele: Read user and shared calendars No
2 Reles and Delegated  Have full access to user calendars No
B Manifest Application  Read and write calendars in all mailboxes ves
WiteShared  Delegated  Read and write user and shared calendars No

Support + Traubleshooting

Application  Read dire
&P Troubleshooting

Application ~ Read all groups Ves
B new support request

lemiser Reod & Application  Read 3ll group memberships ves

OnlineMeatings R Application  Read and create online megtings ves

Application  Read all users” full profiles

Delegated  Read and write al users' full profles ves

To wiew and manage consented permissions for individual apps, s well as your tenant's consent settings, try Enterp

Select if your permission is an application type permission or a delegated permission (in Azure AD it
is only Application permissions)

Request APl permissions X

< All APIs

. Microsoft Graph
is' https://graph.microsoft.com/ Docs =

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

You can then search by the name of the requested permission and select the checkbox to add it
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Request APl permissions

- TEOS-AzureAD | APl permissions  #

AP1 / Permissions name Type Description Admin consent re

You can refer to section 2.2 and 2.3 to check what are the permissions needed.

6) After adding all the permission, you need to get a Client Secret that we will used by TEOS
together with the Tenant ID and Client ID to be able to get the data. For that go to “Certificates &
secrets” which on the left column. You can define under this section the expiration tie for the
Client Secret (maximum 2 years). Copy then the value generated.

B o Add a client secret x
TEOS-AzureAD | Certificates & secrets # -

7) You can you then to your overview the find again the Client ID, Tenant ID on top of the Client
Secret (value).
i TEOS-AzureAD =2

s | Previes GetStarted  Documentation
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2.2 Permissions needed for Azure Active Directory

To get TEOS working with Azure AD you will need the following permissions:

Permission name
Directory.Read.All

Type
Application
Group.Read.All Application

GroupMember.Read.All Application

Description

Allows the app to read data in your organization's
directory.

Allows the app to list groups, and to read their properties
and all group memberships on your behalf. Also allows
the app to read calendar, conversations, files, and other
group content for all groups you can access.

Allows the app to list groups, read basic group properties

User.read.All

<

B overview

& Quickstart

#" Integration assistant

Manage

B Branding & properties

9 Authentication
Certificates & secrets

il Token configuration

- API permissions

@ Expose zn API

Hi App roles

& Owners

&, Roles and administrators

Manifest

With those permissions, TEOS (when configured) will be able to get the user emails and names as
minimum from user accounts and will be able when password verification is needed to verify against

and read membership of all your groups.

Application Sign in and read user profile

O Refresh | A Got feedback?

A\ You are editing permission(s) to your application, users will have to consent even if they/'ve already done sa previously.

@ The “Admin consent required” column shows the defaut value for an organization. However, user consent can be customized per permission, user, or app. This column may not refiect

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/acmins a5 part of the consent process. The list of configured permissions should include
all the permissions the application needs. Leam more about permissions and censent

+ Add a permission " Grant admin consent for Sony TEOS

API/ Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (4)
DirectaryRead All Application  Read directory data Yes @ Granted for Sony TEOS
Group.Read.All Application  Read all groups Yes @ Granted for Sony TEOS
GraueMemberRezd Al Application  Read all group memberships Yes @ Granted for Sony TEOS
User.Read.All Application  Read all users’ full profiles Yes @ Granted for Sony TEOS

Azure AD if the user exists and if his password or Card ID is correct.

Welcome Back!

1. Providing login details DDE%EE
T4

[ 4.logging Useri

E 3. TEOS Checks credentials with Domain Controller—»

TEOS Webserver

TEOS Manage

Please soloct which Azure AD propertios you want to map with the TEOS user properties

Email

Name

Phone number

NFC/RFID ID

Default Localization
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2.3 Configuration for MFA support with TEOS

For a user to login not only with Azure AD account but also using MFA, a configuration need to be done in
Azure and points need to be verified:

1) Make sure the configuration of the application with the permissions requested in point 2.2 are
applied

2) Under authentication, add a new redirect URL with
https://tenantname.teoscloud.com/Account/LoginOpenld (make sure you put your tenant name
for CLOUD and on premise just replace the tenantname.teoscloud.com by your server name).

3) On top of the redirect URL to add under authentication, enable the option “ID tokens (used for
implicit and hybrid flows)”

KL Search « 57 Got feedback?
B Overview https://authtest.teosmanage.com/connect/office365-employee.aspx
& Quickstart Add URI

#" Integration assistant

Front-channel logout URL

Manage

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
B Branding & properties work correctly.
2 Authentication e.g. https://example.com/logout

Certificates & secrets
- _ Implicit grant and hybrid flows
il Token configuration
Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and

-2 APl permissions doesn't use the au ation code flow, or if it invokes a web APl via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
& Expose an API tokens.
App roles Select the tokens you would like to be issued by the authorization endpoint:
&8 Owners [J Access tokens (used for implicit flows)
&, Roles and administrators D 1D tokens (used for implicit and hybrid flows)
B Manifest

Supported account types

Support + Troubleshootin . L oan
PP 9 Who can use this application or access this API?

& Troubleshooting ! Accounts in this organizational directery only (TOM Signage only - Single tenant)

& New support request O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide...

4) Under the application manifest tab, please ensure that oauth2 configuration is as configured

below:
2y “markeTing i null
Certificates & secrets 21 }s
. ] ‘ 22 "keyCredentials™: [],
il! Token configuration 23 "knownClientApplications™: [],
- APl permissions 24 “logourl®: null,
25 "logoutUrl”: null,
& FExpose an API 26 "name": "TEOQS-AzureAD",
27 "notes": null,
¥ App roles 28 "oauth2AllowIdTokenImplicitFlow™: true,
29 "oauth2AllowImplicitFlow": false,
ad Owners " s "
30 oauth2Permissions™: [],l
&, Roles and administrators 31 "pauth2RequirePostResponse”: false,
32 "optionalClaims™: null,
Bl Manifest 33 "orgRestrictions": [],
34 "parentalControlSettings”™: {
Support + Troubleshooting 35 "countriesBlockedForMinors™: [],
) 36 "legalAgeGroupRule™: "Allow™
&2 Troubleshooting 37 1,
B New <innort renect 38 "passwordCredentials™: [
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https://tenantname.teoscloud.com/Account/LoginOpenId

2.4 Sync TEOS with Azure AD User and App

Make sure TEOS Manage server can reach the following URLs in internet (port 443):

- Portal.azure.com

- outlook.office365.com

- login.microsoftonline.com
- Auth.teosmanage.com

- Graph.microsoft.com

You can do a telnet to the following URL to make sure they are accessible and open from the firewall.

Go to server management > settings and Azure AD App & Power BI

Client settings Content creation settings

Guests sign-in solution settings
Default TEOS App settings MS F Spryng,

Nohe MS conf Hello [EmployeeName] your Visitor [GUestName] has afived. [VisitReason]

Room booking solution settings

TEOS server settings

€
Tenant settings
@
en quola s excee No

1s (per ku €0.19

30 Minutes

Azure AD App & Power Bl Settings

For the app usage, select under authentication “App Authentication”. Insert then the Client ID, Tenant ID
and secret code value of the third-party account you created for TEOS.

Azure AD App & Power Bl Settings
On this page you can set-up your Azure AD and Power BI settings to use within TEOS.

Azure AD app configuration

Below setting apply to both the Azure AD settings ahd Office 365
Authentication type App authentication v
Client ID |

Client Secret

Tenant ID

If you get an error in the synchronization, please go to your folders C:\TEOS Manage > www > Backbone
> web.config and make sure you have the correct url.

<add key="AllowSocialMediaDomain" value="https://auth.teosmanage.com" />

2.5 Add users from Azure AD to TEOS

2.5.1 Configuration in Azure AD
Go to Azure AD and Groups, you can create a hew group which will get the role defined in TEOS (for
example a group which will be administrator, another one which can be dedicated for content creation or
even for resources right accesses)
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S Groups | All groups

A7 Got feedback?
2 Al groups

nd solve problems

New Group

Group Type Membership Type

Activity

Troubleshoating + Support

When the group is created click on “no members selected” for you to be able to add users to the group

2.5.2 Configuration in TEOS
Go to Administration > Active Directory Settings

Select the AD Type to Azure AD. Select then the default language. You can then select the field that
TEOS will be able to save in his database from user profiles.

The required ones are Email and name, the other properties are optional depending on your usage
(phone number, NFC/RFID ID, Default Localization). You can map the following properties to the TEOS

user properties.

businessPhones
city
companyMame
country
department
displayName
employeeld
faxNumber
givenName
mail
mailNickname

officelocation
onPremisesSamAccountName
onPremisesUserPrincipalName
otherMails

preferredName

state

streetAddress

surname

userPrincipalName

You can finalize by linking the user group with TEOS to define the different roles, click save and
synchronize to get the configuration done.

Global ow

Servar Managoment

Sito Managemant

Administration

Workplace Solutions

Sehadules and Alarms

S OBODE e

Contont Creation

Madia and Data

Active Directory Settings

>~

On this page you can manage your Active Directory settings to automatically synchronize your employees with TEQS and simplify the user creation and management progess,

ADType Azure AD

Default Language English

Please select which Azure AD properties you want to map with the TEOS user properties

Email userPrincipalName
Name displayName
Phone number Not mapped
NFC / RFID ID Not mapped

Default Localization officeLocation

i Save and synchronize Last sync: 12/20/2021 12:15:03 PM  Items synchronized: 4

When searching members in Azure AD groups, please fill in the Object ID or name of the group you want to get the members of.

AD le:
groups / user roles ==

Administrator

You can go then go to Administration > Users and you will see your synchronized users.
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2.6 Recap of all premissions which can be required for TEOS

Permission name (Graph
API)

Type

Description

Calendars.Read

Application

For Booking panels: read/display the booking into the
booking panel

Calendars.ReadWrite

Application

For Booking panels: allow the booking from the booking
panel on the room resource calendar

User.read.all

Application

For Booking panels: Required to localize the email
address of the room calendar resources into TEOS

Calendars.ReadWrite

Delegated

For the user booking App: In order to be able from the
web application/ mobile application of TEOS, user will
need to login with his 0365 calendar account in the web
application and mobile in order to see his spaces
booking done in outlook into the applications. This
application is focusing into the space using together with
0365 booking style

Calendars.ReadWrite.Shared

Delegated

For the user booking Application and web portal, the
application needs to be able to get room calendars
information’s in order to filter accordingly the availabilities
to the user application

User.readwrite.all

Directory.read.all

Group.read.all

GroupMember.read.all

User.read.all

Delegated

Application

Application

Application

Application

For the user booking Application and web application,
this permission will allow the user to login within the
application only and allow him also to write on his 0365
calendar using his user name. No other usage is done
with this permission

Tool User management: For the possibility to
synchronize users with the tool and reading the Group
ID/ Group name identified in the tool. This to
automatically define the groups of users who will use the
tool and to use the Azure AD authentication

Tool User management: For the possibility to
synchronize users with the tool and reading the Group
ID/ Group name identified in the tool. This to
automatically define the groups of users who will use the
tool and to use the Azure AD authentication

Tool User management: For the possibility to
synchronize users with the tool and reading the Group
ID/ Group name identified in the tool. This to
automatically define the groups of users who will use the
tool and to use the Azure AD authentication

Tool User management: For the possibility to
synchronize users with the tool and reading the Group
ID/ Group name identified in the tool. This to
automatically define the groups of users who will use the
tool and to use the Azure AD authentication
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