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How to setup SMTP in OAuth2.0 for TEOS

Document revision 1.0

Description

Following the standards of IT, TEOS support now SMTP OAuth2.0 instead of adding a SMTP relay
to be able to send emails using an Azure app. The relay SMTP still exists but must be setup in

database.
This documentation will explain how to set it up with TEOS and Azure.

SONY



Requirements

Manage for TEOS server installed (from Version 3.3 at least)
Manage for TEOS need to access Azure AD
Access to the Manage for TEOS webpage interface with admin rights.
Make sure TEOS Manage server can reach the following URLs in internet (port 443):
e Portal.azure.com
e outlook.office365.com
¢ login.microsoftonline.com
e Auth.teosmanage.com
e Graph.microsoft.com
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1.Authenticate SMTP connection using OAuth.

SMTP (Simple Mail Transfer Protocol) is a TCP/IP protocol used in sending and receiving email. SMTP is
used most by email clients, including Gmail, Outlook, etc.

SMTP can send and receive email, but email clients typically use a program with SMTP for sending email.
Because SMTP is limited in its ability to queue messages at the receiving end, it's usually used with either
Post Office Protocol 3 (POP3) or Internet Message Access Protocol (IMAP), which lets the user save
messages in a server mailbox and download them periodically from a server. SMTP is typically limited to
and relied on to send messages from a sender to a recipient.

Learn how to use OAuth authentication to connect with IMAP, POP, or SMTP protocols and to access email
data for Office 365 users. OAuth2 support for IMAP, POP, and SMTP protocols as described below is
available for both Microsoft 365 (which includes Office on the web) and Outlook.com users.You can use
the OAuth authentication service provided by Azure Active Directory (Azure AD) to enable your application
connect with IMAP, POP, or SMTP protocols to access Exchange Online in Office 365. To use OAuth with
your application, you need to:

Register your application with Azure AD.
Get an access token from a token server.

Authenticate connection requests with an access token.

Microsoft identity platform

hitps:/flogin.microsoftonline com/<tenant> or https://login.microsoftonline. com/common,

Mative foauth2v2. 0fauthorize foauth2 2 0ftoken
A : v Web API
PP ] i
] Paps up a browser dialog, @

Requests an authornzation code,
mchical nig) the pr,-hr:,- 10 gxadute

L

User completes policy

Returns an authorization code

Regquests an Qauth |!E".’;II\I ok ;}Jﬁwlﬂlng the
authorization_code, the app™s clent_id, etc

e T v ——————

Riturms an SoCess 'I-;}-lcl:';"l and & r{'!r{'i.h_'l-;'_’:lkl:'ﬂ

Calls Webs AP1 with access token in Authorization header

) "
; ‘ialidates token
Returns secure data to app : —

After a short period of time, token expires
Requests a new Iu&l:n.'nrwidmg the
refresh_token, the app’s clent_id, etc

Returns 3 new token and a new refresh_taken

Ca.lls Web APl with new token in Authorization header

https://learn.microsoft.com/en-us/exchange/client-developer/legacy-protocols/how-to-authenticate-an-
imap-pop-smtp-application-by-using-oauth

2. Configure your Azure Environment

You will need to go to https://portal.azure.com to start the configuration of the TEOS application in your
Tenant.
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Sign-in with admin rights to be able to create applications and be able to consent permissions.

1) When logged in into azure portal, go to Azure Active Directory

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial

Get 5200 free credit toward Azure products and services,
plus 12 months of popular free services.

Azure services

_|_

Createa
resource

>

Azure Active
Directory

&

App Services

Manage Azure Active Directory
Manage access, set smart policies, and enhance security
with Azure Active Directory.

Learn more &

4

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

— =
Quickstart Virtual Storage SOL databases  Azure Cosmos Kubernetes Mare services
Center machines accounts DB services

2) Go to the left column and click on app registrations to be able to create you TEOS application

Home >

o Sony France | Overview
Azure Active Directory

« + Add v 95 Mmanage tenants what's new = preview features A7 Got feedback?
@ overview =
- Overview  Monitoring  Tutorials
B Preview festures
_ Diagnose and solve problems =
< ? £ search your tenant

Manage

Basic information
& Users
£ Groups Name Sony France Users 32
8E External Identities Tenant ID EEEmiiaiesoiasy ([ Groups 1
&, Roles and administrators

Primary domain teosdemo.n| Applications 2
A Administrative units

License Azure AD Free Devices n

enterprise applications

Ol Devices Alerts

HL App registrations
Upcoming TLS 1.0, 1.1 and 3DES deprecation

Please enable support for TLS 1.2 on
clients(applications/platform) to avoid any service

Identity Governance A

¥ Application proxy

- _ impact,
¢ N Leam more
% Licenses
® Azure AD Connect My feed
k=l Custom comain names
@ Mobility (MOM and MAM) . ST n P

Password reset Global Administrator
View role information
Il company branding

View profile
& User settings

Secure Score for Identity

3.85%

Secure score updates can take up to 48 hours.

View secure score

» Azure AD Connect
¥ @ Not enabled

Sync has never run

Go to Azure AD Connect

3) Under app registrations press “New registration” and define a name for the App.
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gi= Sony France | App registrations =

Azure Active Directory

T~ New registration @ Endpoints .&9 Troubleshooting 'f) Refresh & Download & Preview features R'j Got feedback?

@ Overview

B preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will contin

X Diagnose and solve problems upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Manage
All applications Owned applications  Deletad applications
ah Users _—
& Groups R Start typing a display name to filter these results Application (dient) ID startswith X Add filters

8E External Identities

. 1 applications found
&l Roles and administrators
Display name T

Administrative units
n TEOS room bocking

% Enterprise applications

w

8 Devices
&% App registrations
& \dentity Governance

£ application proxy

4) Define a name that you can easily recognize for a region or a country or where you will use the
rooms/users. For Azure AD synchronization only, no need to add a redirect URI, the redirect URI
is used mainly for Office365 rooms management and for our TEOS Employee App and Mobile

App

Register an application

* Name

The user-facing display name for this application (this can be changed later).

TEOS-AzureAD v

Supported account types

‘Who can use this application or access this API?

@ Accounts in this organizational directory only (Sony France only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | [ eq. httpsys

ample.com/auth v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.
By proceeding, you agree to the Microsoft Platform Policies 7

URL redirect for TEOS Manage SMTP (to get general emails, reports, notifications from TEOS):
https://yourtenant.teoscloud.com/designer/pages/smtptoken.aspx

5) When you pressed to register, go then to API permissions, and start to add permissions by
pressing “add a permission” and select Microsoft graph
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O refresh | A7 Got fesdback?

B uervew () S e T

& Quickstart

A Integration assistant

@ The “Admin consent requrred” calumn shows the default value for 89 OrganIZatIon. However, USET CONSEnt Can be Custom2ed per permutsin
Manage
= Branding & properties Configured permissions

Applications are authorized to call APis when they ¥
all the permissions the application needs. Learn more about permissions and consent

Authentication

©

Certificates & secrets
+idd a permission +* Grant admin consent for Sony TEOS

| Token configuration

& APl permissions API / Permissions name Type Description
@ Exposs an 4P “ Microsoft Graph (1)
B App roles Calendses Resd Application  Read calendars in 2ll mailboxes
B owners Calendiars Resd Shared Delegated  Read user and shared calendars
2 Roles and administators Delegated  Have full access to user calendars
B Manifest Application  Read and write calendars in all mailboxes
Delegated  Read and write user and shared calendars
Support + Traubleshooting
Application  Read directory data
&P Troubleshooting
Application  Read all groups
& nvewsupport request
application  Read 31l group memberships
Application  Read and create online meetings
Application  Read all users' full profiles
User ReadWrte.d Delegated  Read and write al users' full profles
To view and s for 5wl 25 your

Select if your permission is
is only Application permissions)

Request APl permissions

€ All APIs

&

What type of permissions does your application require?

Microsoft Graph
https://graph.microsoft.com/ Docs

Delegated permissions

Your application needs to access the APl as the signed-in user,

‘What type of permissions does your application require?

Microsoft Graph
https://graph.microsoft.comy Docs of

Delegated permissions Application permissions

Your application needs to access the APY as the signed-in user, Vour application rurs a5 2 background service or daeman without a
signedin user

s part of the consent process. The list of co

Admin consent requ.

settings, try Enterprise applications Add pe

an application type permission or a delegated permission (in Azure AD it

x

Application permissions

Your application runs as a background service or daemon without a
signed-in user.,

You can then search by the name of the requested permission and select the checkbox to add it

Hom y France > TEOS-AzureAL

o TEOS-AzureAD | API permissions %

[P Search (= 1] () Refresh /&7 Got feedback?

A You se editing pem

Configured permissions

Applications are authorized to call APis when they are granted perms
3l the permissions the appication needs. about perm

+ Add a permission /' Grant admin consent for Sony France

AP1 / Pormissions name Type

Description

Application

AP permissions
Appiication  Read and write directory data
@ Expose an API
Application  Read all groups
B App roles
Weite Al Application  Read and wrte il groups
& Owners

& pMiemter Fesd 21 Application  Read all group memberships

&, Roles and administrators | Preview
ember Resdvirte A

- Application  Read and write all group memberships
Manifest

Support + Troubleshooting

) o your application. users will have to consent even if they ve siready done 5o previously

ns by users/admins 35 part of the consent process, The st of co

& Troubleshooting

Other permissions granted for Sony France

Request API permissions X

What type of permissions does your application require?

Delegated permissions

Your appiication needs to access the A9

Application permissions
Your apOIication runs a5 3 DaCkGrOUNG SEMCE OF SMAN WNOUt 3
sgned-n uaer

Select permissions expard al

7 Diadton] ]
Admin consent requ.

Permission Admin consent required
Yes V' Directory (2)
Yes = Directory Read A¥ @
ves
.- Read directory data
Directory ReadWrite All @

ves = ¥ . Yes

Read and write directory data

D RoleManagement

These per
them to

ve been granted for Sony
permissions fst. Learn mi

but areat in the configured permiss

s list. f your application requites these pen

& Newsupport request

AP/ Permissions name Type Description Admin consent requ.

Delegated  Sign in and read user profie No

To get TEOS working with Azure AD you will need the following permissions:

Permission name SMTP

Type

Description

SMTP.Send

Delegated

Send emails from mailboxes using SMTP AUTH.

email

Delegated

Show the user email address

Mail.send

Application

Send as user (can be a resource email address)

Mail.send

Delegated

Send an email on behalf of user
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With those permissions, TEOS (when configured) will be able to get the user emails and send emails with
the email address setup, the email address can be a dedicated one like for example
teosinfo@company.com and reception@company.com to be able to send emails

6) After adding all the permission, you need to get a Client Secret that we will used by TEOS
together with the Tenant ID and Client ID to be able to get the data. For that go to “Certificates &
secrets” which on the left column. You can define under this section the expiration tie for the
Client Secret (maximum 2 years). Copy then the value generated.

Add a client secret
TEOS-AzureAD | Certificates & secrets =

7) You can you then to your overview the find again the Client ID, Tenant ID on top of the Client
Secret (value).
# TEOS-AzureAD =2

Build your application with the Microsoft identity platform
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3. Configuration under TEOS

After making sure you have all your users including admin users, Go to server management > settings.

You can find the “E-Mail Configuration” option, click on the pencil to edit it

‘On this page you can manage your main TEOS settings that will be refilected on devices, applications and users.

Client settings Content creation settings

Guests sign-in solution settings

Default TEOS App settings st -

None MS content Hello [EmployeeNamel your visilor [GuestNamel has artived. [VisitReason

Room booking solution settings

TEOS server settings
¢
c
Tenant settings
o No
15 M
Dhatid Azure AD App & Power Bl Settings
E-mail configuration
W TE0S
Employee App settings Teams Configuration
o
y S50 Configuration
Password policy

Within this section you will be able to add the Client ID, Tenant Id and Secret key value together with the
email address you want to use for sending the general emails (alerts, reports, notifications for service and
catering) and Reception email for the reception module to send natifications.

/ 7 E-mail configuration

E-mail configuration

On this page you can set-up your e-mail account to use in TEOS, to send and receive ¢-mails

General e-mail settings Reception e-mail settings

Cllontid Clientid

Click save on the right top page.

By saving TEOS will make a test email and report back an error if the test email did not work. When
saving and everything works TEOS will give the notification that the email connection to be sent has be
setup properly.

If any issue on configuration happens, contact us to support@teos.support
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For more information
visit pro.sony/TEOS
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