
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

How to setup Single Sign On (SSO)  

Document revision 1.2 

 
 

Description 

 
Following the standards of IT, TEOS support the Single Sign On SSO configuration using OpenID 
using OIDC, to be able to have Single Sign On using a lot of Identity platform such as Microsoft 
Entra ID.
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Requirements 
• Manage for TEOS server installed (from Version 3.3 at least) 

• Manage for TEOS need to access Azure AD 

• Access to the Manage for TEOS webpage interface with admin rights. 

• A default URL access to skip SSO has been created to use the Admin/support access: 
https://tenantname.teoscloud.com/Account/SkipSsoLogin  (only for the admin panel access 
not for the employee app) 

• Make sure TEOS Manage server can reach the needed URLs in internet (port 443) 
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1. What is OpenID Connect SSO 
OpenID connect is a protocol designed for user authentication. OpenID connect is a standard added on 

the top of Oauth 2.0 (Authorization Protocol) framework which adds ID Token to the access token in 

OAuth 2.0. OAuth and OpenID both act as Single Sign-On (SSO) standards. OpenID Connect must be in 

JWT(JSON) data format. One of the Key factors about OpenID Connect is the ability to exchange and 

make use of information. 

 

Why OpenID Connect? 

As we know that Open ID connect is an identity layer for authentication purpose above OAUTH2.0 

framework, which is used for authorization, but back in the day OAUTH 2.0 was misused for pseudo 

authentication and as a result Open ID Connect entered the picture. 

How OpenID Connect SSO Works? 
OpenId connect is the Identity layer over the Base OAuth 2.0 Protocol. Identity is nothing but the Set of 

Attributes related to the Users. OpenID connect Identify the users with Specific Attributes sent by IdPs like 

Email. This Information is passed through the ID token and Signed with IETF JSON Web Signature. Another 

case of OpenID SSO is Azure acting as an IdP, to login into the OpenID connect application like native 

mobile applications running on Android and iOS, webapps OpenID Connect will redirect a user to an identity 

provider (IdP) to check the user’s identity, either by looking for an active session i.e Single Sign-On (SSO) 

or by asking the user to authenticate. Once the IdP authenticates the user with SSO Session or valid 

Credentials and authorizes them to access a specific application, the IdP redirects back to that application. 

This redirection also passes information about the user back to the app confirming the user’s identity and 

that it can use to. 

 

 

Applications of OpenID Connect 
Identity Providers like Google, Twitter, Facebook use this so that users can login in to the Identity Provider, 

and then access other apps and websites without having to sign in or share their login information. Native 

Single Sign-On is enabled by OpenID Connect. As the popularity of native applications grows due to their 

ease of use and distribution, there is a greater demand for default OAuth 2.0 in native environments. 
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However, the burden of managing authentication across a sea of different native apps falls on the end user, 

who must know which login is for which app and which must be re-authenticated. 

 

How does it work for TEOS? 

Single Sign On with TEOS will allow user to login directly with his user rights access without having to 

login into the platform but login into his Windows Session or into the Identity Provider which will trust the 

authentication for TEOS using OIDC protocol and OpenID.  

The user email address must be at least identified in TEOS Server having is field manually or using Azure 

AD. Azure AD, as the name suggests, is a directory – a container for your usernames, credentials, and 

access rights (typically to information-based resources). 

Azure AD has been designed to enable easy integration with many of today’s popular SaaS applications, 

enabling users to either single sign-on to applications directly or discover and launch them from a portal, 

such as Office 365 or the Azure AD access panel. 

 

2. Enable user auto-registration 
When configuring SSO within TEOS within Server management > Settings > SSO Configuration, it is 

possible enable the option to automatically create a user with a default user role (which include a 

localization access) and a default language. This makes transparent the login and access for users for 

example using the employee application  
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The setup is very simple for this feature, just enable the option “create user in TEOS after first login if it 

does not exist” and select the default user role to apply when created. You can also define a default user 

language which can be changed after by the user.  

3. Create users and rights before synching SSO. 
This section is used to manage your users. This consists of both creating the individual users, as well as 

assigning them to groups and permissions. These roles will be used to give view to part of the platform 

and uses as user rights capability within content management or device localization management or 

visibility of spaces in the Mobile App  

 

Users 

On the User Management page, you can create, delete or edit users. 

 

 

User groups / roles 

In this section you will see the standard/pre-created roles at the top. These roles can’t be adjusted and 

only have a view option. You can also create your own groups. 

 

 

Standard roles 
 

The rights for the standard roles can be seen when you click the icon in front of the role. 

Created roles 
 

In the USER GROUPS / ROLES section as an administrator you can use the  button to add 
new roles which you can assign to a user when you are creating or editing a user. 
You can give this role a name and select the sections in Manage for TEOS where you want the created 
role to have access to.When you select a menu item (the items with a – symbol in front) automatically it 
will select all subsections of that item.  
For example, if you select Schedules and Alarms it will also select Content schedules, Actions Schedule, 
Alarms, Meetings Schedule and Automation Scenarios. 
If you select a subsection, it will automatically select the menu item.  
For example, if you select Content schedule it will automatically activate Schedules and Alarms. 
After saving this created role can be used when creating or editing a user. 

After you have created a new role they will appear in the User    group / role section from where you also 

have the options to edit or delete the create role. 
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Creating / Editing a user 
When creating or editing a user you will now have more options to use as role for a user. 
When you are creating a user by clicking “Server Management” > “User Management” > “Add user” or 
editing a user by clicking the pencil icon in front of the username you also need to fill in the following 
details 

 

• Name 

• Email 

• Phone number  

• Language 

• Tenant 

• Role 

• Password 

• Confirm password 

• Can create users in their group (to give the rights to create users for the users group) 

• Disable access to Manage for TEOS platform 

• Enable lockout (when a password is entered incorrect multiple times) 

• Device group access* 

• NFC ID  
 
 
 

 
Role 

 
 

You can find the pre-configured roles here and after those you will see the created roles. In our example 
this created role Is "Testing". 
 

Users can be imported using script based on an excel (please consult the https://teos.solutions 

resources). The other option to get users on top of the manual creation on the platform is by 

synchronizing Azure AD Groups and assigning to roles. TEOS will then automatically synchronize 

users.   

 

 

 

https://teos.solutions/
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4. Azure AD user group synchronizations  
4.1 Configure your Azure Environment  

You will need to go to https://portal.azure.com to start the configuration of the TEOS application in your 

Tenant.  

Sign-in with admin rights to be able to create applications and be able to consent permissions.  

1) When logged in into azure portal, go to Azure Active Directory  

  

 

2) Go to the left column and click on app registrations to be able to create you TEOS application 

 

 

 

 

 

https://portal.azure.com/
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3) Under app registrations press “New registration” and define a name for the App.  

 

 

4) Define a name that you can easily recognize for a region or a country or where you will use the 

rooms/users. For Azure AD synchronization only, no need to add a redirect URI, the redirect URI 

is used mainly for Office365 rooms management and for our TEOS Employee App and Mobile 

App  

 

URL redirect for TEOS Manage (room booking): https://auth.teosmanage.com/connect/office365.aspx  

URL redirect for Employee App: https://auth.teosmanage.com/connect/office365-employee.aspx 

URL redirect for TEOS Manage (room booking): https://auth.teosmanage.com/connect/office365v2.aspx  

URL redirect for Employee App: https://auth.teosmanage.com/connect/office365-employeev2.aspx 

You can go to authentication menu under the left column to review the redirect URls 

https://auth.teosmanage.com/connect/office365.aspx
https://auth.teosmanage.com/connect/office365-employee.aspx
https://auth.teosmanage.com/connect/office365v2.aspx
https://auth.teosmanage.com/connect/office365-employeev2.aspx
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5) When you pressed to register, go then to API permissions, and start to add permissions by 

pressing “add a permission” and select Microsoft graph  

 

 

Select if your permission is an application type permission or a delegated permission (in Azure AD it 

is only Application permissions) 

 

You can then search by the name of the requested permission and select the checkbox to add it  
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To get TEOS working with Azure AD you will need the following permissions:  

Permission name Type Description  

Directory.Read.All Application Allows the app to read data in your organization's 
directory. 

Group.Read.All Application Allows the app to list groups, and to read their properties 
and all group memberships on your behalf. Also allows 
the app to read calendar, conversations, files, and other 
group content for all groups you can access. 

GroupMember.Read.All Application Allows the app to list groups, read basic group properties 
and read membership of all your groups. 

User.read.All Application Sign in and read user profile 

 

 

With those permissions, TEOS (when configured) will be able to get the user emails and names as 

minimum from user accounts and will be able when password verification is needed to verify against 

Azure AD if the user exists and if his password or Card ID is correct.  

6) After adding all the permission, you need to get a Client Secret that we will used by TEOS 

together with the Tenant ID and Client ID to be able to get the data. For that go to “Certificates & 

secrets” which on the left column. You can define under this section the expiration tie for the 

Client Secret (maximum 2 years). Copy then the value generated.  
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7) You can you then to your overview the find again the Client ID, Tenant ID on top of the Client 

Secret (value). 

 

 

4.2 Sync TEOS with Azure AD User  
 

Go to server management > settings and Azure AD App & Power BI  

 

For the app usage, select under authentication “App Authentication”. Insert then the Client ID, Tenant ID 

and secret code value of the third-party account you created for TEOS.  
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If you get an error in the synchronization, please go to your folders C:\\TEOS Manage > www > Backbone 

> web.config and make sure you have the correct url. 

<add key="AllowSocialMediaDomain" value="https://auth.teosmanage.com" /> 

4.3 Add users from Azure AD to TEOS 

4.3.1 Configuration in Azure AD  
Go to Azure AD and Groups, you can create a new group which will get the role defined in TEOS (for 

example a group which will be administrator, another one which can be dedicated for content creation or 

even for resources right accesses) 

 

When the group is created click on “no members selected” for you to be able to add users to the group  

4.3.2 Configuration in TEOS  
Go to Administration > Active Directory Settings  

Select the AD Type to Azure AD. Select then the default language. You can then select the field that 

TEOS will be able to save in his database from user profiles.  

The required ones are Email and name, the other properties are optional depending on your usage 

(phone number, NFC/RFID ID, Default Localization). You can map the following properties to the TEOS 

user properties.  

 

You can finalize by linking the user group with TEOS to define the different roles, click save and 

synchronize to get the configuration done.  
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You can go then go to Administration > Users and you will see your synchronized users. 
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5. Configuration of Single Sign On (SSO) in Azure 
5.1 Example of configuration in Azure 

You will need to go to https://portal.azure.com to start the configuration of the TEOS in your Tenant.  

Sign-in with admin rights to be able to create applications and be able to consent permissions.  

1) When logged in into azure portal, go to Azure Active Directory  

  

2) Click on new application (or if you have already a TEOS dedicated application you can select it) 

 

3) Under app registrations press “create your own application” and define a name for the App. 

Select “register an application to integrate with Microsoft Entra ID (app you’re developing) 

 

https://portal.azure.com/
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4) Define a name that you can easily recognize for a region or a country or where you will use the 

rooms/users.  

 

Redirect URLs are shown in your TEOS tenant under server management > Settings > SSO 

Configuration, it is based directly on the tenant name. 

URL redirect for TEOS Manage Page: https://yourteostenantname/Account/OidcResponse   

(Example: https://demo.teoscloud.com/Account/OidcResponse) 

URL redirect for Employee App: https://yourteostenantname/EmployeeApp/Account/OidcResponse   

(Example: https://demo.teoscloud.com/EmployeeApp/Account/OidcResponse) 

 

5) When you pressed to register, go then to permissions, and start to add permissions by pressing 

“add a permission” and select Microsoft graph  

 

Select if your permission is an application type permission or a delegated permission  (delegated 

needed in this case) 

https://yourteostenantname/
https://demo.teoscloud.com/Account/OidcResponse
https://yourteostenantname/
https://demo.teoscloud.com/EmployeeApp/Account/OidcResponse
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You can then search by the name of the requested permission and select the checkbox to add it  

 

 

To get TEOS working with Azure AD you will need the following permissions:  

Permission name Type Description  

email Delegated View users' email address 
profile Delegated View user basic profile 

openid Delegated Sign users in  

Offline_access Delegated Maintain access to data you have given it access to 

User.read Delegated Sign in and read user profile 

 

 

With those permissions, TEOS (when configured) will be able to get the user emails and names as 

minimum from user accounts and will be able when password verification is needed to verify against 

Azure AD if the user exists and if his password or Card ID is correct.  
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6) Go to Single sign on and click on go to application  

 
7) Go to Expose an API section and add a scope, this will create the api access for TEOS to 

connect. Define as scope name user_impresonation and give consent to admins and Users. 

Define a name for the admin consent display name (like TEOS SSO for example) and a 

description to be able to save 
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8) Go to authentication and make sure the option ID tokens (used for implicit and hybid flows) is 

enabled. 

 

9) Go to token configuration and add an optional claim with ID and email 

 
10) Go to App roles and add the roles user (with user/groups type member) and value “User” as well 

as the the msiam_access with same value and user/group type member 

 

 
 

11) After adding all the permission, you need to get a Client Secret that we will used by TEOS 

together with the Tenant ID and Client ID to be able to get the data. For that go to “Certificates & 

secrets” which on the left column. You can define under this section the expiration tie for the 

Client Secret (maximum 2 years). Copy then the value generated.  
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12) You can you then to your overview the find again the Client ID, Tenant ID on top of the Client 

Secret (value). 

 
 

5.2 Configuration under TEOS   
After making sure you have all your users including admin users, Go to server management > settings.  

Under settings from Version 3.2.1 you can find the option, click on the pensil to edit it  
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Within this section you will be able to select Azure AD (or Entra ID) as Identity provider or Ping One as 

another identity provider. As an example below the Entra ID configuration will be done base on Azure 

configuration. As the protocol use is OIDC, any other identity provider should work and the fields for the 

other identity providers can be used.  

 

Make sure on your identity provider, the redirect URL are copied from your own TEOS tenant name.  

You need then to add the authority of the Identity provider in TEOS SSO configuration tab (this mainly 

includes the URL of the identity provider and the tenant ID (https://identityURL/tenantID/ for our example 

with Azure Open ID connect: https://login.microsoftonline.com/tenantID/). Finish by the client ID and client 

secret needed to get the Application access with the permission to consult user email for the login to the 

platform.  

Click save on the right top page. 

Log off and try to login again, the SSO access must be directly active, and the admin local account should 

not be accessible anymore.  

If any issue on configuration happens, contact us to supprt@teos.support  

  

https://identityURL/tenan

tID/ 

https://identityurl/tenantID/
https://login.microsoftonline.com/tenantID/
mailto:supprt@teos.support
https://identityurl/tenantID/
https://identityurl/tenantID/
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6. Configuration of Single Sign On (SSO) in Ping 

Identity 
6.1 Example of configuration in Ping Identity 

 

You will need to go to https://console.pingone.eu/?env=ENV_ID (complete URL is different for each 

customer) to start the configuration for TEOS in your Tenant.  

Sign-in with admin rights to be able to create applications and configure the required application settings. 

 

1) On the dashboard, select your environment to open it. 

 
2) Next navigate in the sidebar to applications -> Applications 

 

  

https://console.pingone.eu/?env=ENV_ID
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3) Create a new application by clicking on the + in the top right 

  
 

You need to give your application a name, and optional a description. The type of application 

needs to be: OIDC Web App. After configuring this, press “Save”. 

 
4) In this next page you can find your Client ID and Secret. Copy these for use in TEOS Manage 

later. 
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5) Next open the Configuration tab, and expand the URLs section. 

TEOS needs to know the Issuer URL, so for this copy the last url:  

Issuer: https://auth.pingone.eu/<Environment-ID>/as
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6) After copying the URL, press the edit button on the right of the page.

 
a. For Response Type, enable all 3 items 

i. Code 

ii. Token 

iii. ID Token 

 
b. Grant type keep as default on Authorization code enabled: OPTIONAL. And the option 

implicit enabled. 

 
c. Enter the two redirect URLs you can find in TEOS. These URLs are (replace TEOS-

URL.com with your own domainname): 

- https://TEOS-URLcom/Account/OidcResponse 

- https://TEOS-URLcom/EmployeeApp/Account/OidcResponse 

-  

 

https://teos-urlcom/Account/OidcResponse
https://teos-urlcom/EmployeeApp/Account/OidcResponse
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d. Next change the Token Endpoint Authentication Method to “Client Secret Post” 

 

After this last setting, scroll down and press Save. 

 

7) Following on the resource tab, add the resource: email. The resource for openid is added by 

default already. Afterwards it will look like this: 
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6.2 Configuration under TEOS   
After making sure you have all your users including admin users, Go to server management > settings.  

Under settings from Version 3.2.1 you can find the option in Servermanagement -> Settings., click on the 

pencil to edit it  

 

Within this section you will be able to select Azure AD (or Entra ID) as Identity provider or Ping One as 

another identity provider. As an example below the PingOne configuration will be done base on Ping 

Identity configuration.  

 

Make sure on your identity provider, the redirect URL are copied from your own TEOS tenant name.  

You need then to add the authority of the Identity provider in TEOS SSO configuration tab (this mainly 

includes the URL of the identity provider and the Client ID and Secret . After filling the URL, ID and secret 

from the application created above, Click save on the right top page. 

Log off and try to login again, the SSO access must be directly active, and the admin local account should 

not be accessible anymore.  

If any issue on configuration happens, contact us to supprt@teos.support  

 

https://identityURL/tenan

tID/ 

https://auth.pingone.eu/<

Environment-ID>/as 

mailto:supprt@teos.support
https://identityurl/tenantID/
https://identityurl/tenantID/
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