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Description

Following the standards of IT, TEOS can synchronize with Microsoft Active Directory in order to get
user details for the different workflows available.
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Requirements

¢ Manage for TEOS server installed (from Version 2.0 at least)

¢ Manage for TEOS need to access Active Directory with admin privileges

e Access to the Manage for TEOS webpage interface with admin rights

o Domain name of the server cannot be different
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1. Why synching TEOS with AD

Active Directory (AD) is a Microsoft product that consists of several services that run
on Windows Server to manage permissions and access to networked resources.

What is LDAP?

LDAP (Lightweight Directory Access Protocol) is an open and cross platform protocol used for directory
services authentication.

LDAP provides the communication language that applications use to communicate with other directory
services servers. Directory services store the users, passwords, and computer accounts, and share that
information with other entities on the network.

What is Active Directory?

Active Directory is a directory services implementation that provides all sorts of functionality like
authentication, group and user management, policy administration and more.

Active Directory (AD) supports both Kerberos and LDAP — Microsoft AD is by far the most common
directory services system in use today. AD provides Single-SignOn (SSO) and works well in the office
and over VPN. AD and Kerberos are not cross platform, which is one of the reasons companies are
implementing access management software to manage logins from many different devices and
platforms in a single place. AD does support LDAP, which means it can still be part of your overall
access management scheme.

Active Directory is just one example of a directory service that supports LDAP. There are other flavors,
too: Red Hat Directory Service, OpenLDAP, Apache Directory Server, and more.

LDAP vs. Active Directory
LDAP is a way of speaking to Active Directory.

LDAP is a protocol that many different directory services and access management solutions can
understand. The relationship between AD and LDAP is much like the relationship between Apache and
HTTP:

e HTTP is a web protocol.

e Apache is a web server that uses the HTTP protocol.

e LDAP is a directory services protocol.

e Active Directory is a directory server that uses the LDAP protocol.

Occasionally you'll hear someone say, “We don’t have Active Directory, but we have LDAP.” What they
probably mean is that they have another product, such as OpenLDAP, which is an LDAP server. It's
kind of like someone saying, “We have HTTP” when they really meant “We have an Apache web server.”

With TEOS the benefit of synchronizing with AD directory will be with the user management. In fact if
you want your users to authenticate within TEOS Platform, or under the room booking system with an
RFID or just with their name, or if you want to get all the users from a central server for Reception for
TEOS (for both workflows with search and with the 4 digit pin code), Active Directory will be a good
option.
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https://searchwindowsserver.techtarget.com/definition/Microsoft-Windows-Server-OS-operating-system

TEOS Book - Workflow with room viewing Outlook client
Google Web client

Other clients

@ TEQS

Buttons: book now, find another room, MANAGE

¢ Web request from TEOS using Calendars APIs
W TE0SEI0K start meeting, extend, cancel

0365, Google

Calendar,
Exchange
Fields showable in the tablet ol Available Fields (text): — -
Start time, End time, Subject, Description,  11S & MSSQL Start time, End time, Subject, Description, Organizer,
Organizer. Response from TEOS Server room Name

TEOS TEOS
Signage Control

Information send from AD to TEOS
Manage User Database

Synchronisation > TEOS and AD Employee Name
Employee Email
Employee Password
Employee phone number (option)

-- When booking a meeting from the
.. tablet, name is searchable and verified
- on AD or TEOS user database

o ~ Active Directory

Having AD directory sync with TEOS, all the users created or removed in Active Directory will remove
or add users into TEOS. Passwords of users are not saved into TEOS, the system is verifying with AD
if the password is OK.

AN
AAERN
“%va[jﬁgi 3. TEOS Checks credentials with Domain Controller—p|
l——4.Logging User i
ogging |

TEOS Webserver Active Directory
TEOS Manage Domain Controller

2. Check if user is known

TEOS SQL-Server
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2. Configure your Active Directory

This section will give an example of a simple configuration under Active Directory in Windows Server
Machine 2012R2.

¢ In Domain Controller server manager, got to Tools -> Active Directory Users and Computers:

=) Server Manager

Server Manager * Dashboard @1 F  vanag View  Hep |

Active Directory Administrative Center

| Active Directory Domains and Trusts

WELCOME TO SERVER MANAGER
Actve Dvectoy e o Windows PoweShel

§ Local Server Active Directory Sites and Services
5 Al Servers . 2 sl | Active Directory Users and Computers
s Configure this local server (e

L
& DNS QUICK START Certification Authority

= = Component Services
3 File and Storage Services b 2 ot Wos s ment
Defragment and Optimise Drives 1
DFS Management 1
DNS

Event Viewer

WHAT'S NEW

Group Policy Management

iSCS! Initiator
IFARN MORF EorevoianiEs.

e Select the TEOS Organizational Unit (OU):

L] Active Directory Users and Computers
 File Action View Help ' o

e 2aF 40| XD Hm 3 eurde
] Active Directory Users and Computer|| Name = Type Description
b [ 7] Saved Queries !, Gael Bertin User
4 4 sfrtb.local 2 Guillaume Fernandez User
| Builtin 2 Mark Coundley User
34 ] Computers 2, Patrick Tuchais User
5] Domai Convoli: | 4
Rl EEOMcees oo 2 TEOS admin Security Group...
~| ForeignSecurityPrincipals %TEOS - Security Group...

| Hive Accounts
Hive Computers
| LostAndFound
"] Managed Service Accounts
| Program Data
Sonaps Accounts
Sonaps Computers
.| Storage
| System
31 TEOS_Paris
Users
I NTNS Ountac

T

o

VYV VYV YYYYYYY
B e

-
L

7

Right click in the right pane and select New -> User

| M OEH| & % &7 2%

1| Name Type Description
flJ Gael Bertin User
2, Guillaume Fernandez User
2 Mark Coundley User
3) Patrick Tuchais User
3, Stefano Moschini User
$2, TEOS admin Security Group...
82, TEOS users Security Group...

Delegate Control...

Move...

Find...

‘ I New I > Computer

All Tasks > Contact

Refresh Group

Export List... InetOrgPerson

View 3 mslmaging-PSPs
MSMQ Queue Alias

Arrange Icons » 5 S
0 | Unit

Line up Icons S
Printer

Properties
User

Help Y Shared Folder

e Enter the full name and user logon name with appropriate domain name (it will be used to log
into TEOS interface):
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& Createin: sfitb local/TEQS_Paris

First name: |Laurem

Last name: |Benedett|

Full name: |Laurert Benedetti

User logon name:
[laurert] | [@sftblocal

User logon name {pre-Windows 2000):
[SFRTB\ | Ilau-ent

I < Back ||

e Click Next and enter a password for this user (password never expires can be selected):

& Createin:  sfitb local/TEQS_Paris
Password: |ooo.¢ooo I
Corfiim password | ! |
[] User must change password at next logon
[] User cannot change password
[ Password never expires
[ Account is disabled
[ <Back | Net> | [ cancel |

e Click Next then Finish, the user is created:

& Createin:  sfitb local/TEQS_Paris

When you click Finish, the following object will be created:

Full name: Laurent Benedetti

> ]

User logon name: laurent@sfrtb local
The password never expires.

| <Back || Fsh || Cancel |

e Double click on the newly created user to open the properties, fill the other fields if necessary
(phone, email etc):
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Published Cettficates | Member Of | Password jon | Dialin | Object
Security i Sessions I Remote control
Remote Desktop Services Profle | COMs | Attribute Editor

General | Address | Account | Profile | Teleph | Organi
& Laurent Benedetti

First name: [Lauferl I Inttials: [ I

Last name: IBenedetti I

Display name: |Lau!erl Benedetti |

Office: I I

Telephone number: (0599012345 | [Comer.. |

E-mail: |laurent benedetti@sony com| |

Web page: I | | Other... J

[0k | [ Concel ][ posy ][ reo |

e For RFID ID number (used with badge reader feature): click on the Attribute Editor tab and
scroll down to Employee Number:

Published Certificates | Member Of | P d Replication | Dialin | Object
Security I Environment I Sessi I Remote control
General | Address | Account | Profle | Telephones | Organization
Remote Desktop Services Profile. | COM+ | Aftribute Editor

Attributes:

Attribute Value |~
dSCorePropagationD... ®&x0={() [
dynamicLDAPServer  <not set>

extensionName <not set>

facsimile TelephoneN... <not set>

flags <not set>

fSMORoleOwner <not set>

garbageCollPeriod <not set>

gecos <not set>

generationQualfier <not set>

gidNumber <not set>

givenName Laurent v
<] w [ Bl |

[ ok |[ Cace || ey |[ Heb |

o Edit the field with user’s badge ID:
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?2| X

Laurent Benedetti Properties
Published Certficates | Member Of | P d Replication | Dialin | Object
Security l Envi it l Sessions I Remote control
General | Address | Account | Profie | Telephones | Organization
Remote Desktop Services Profile | COM+ | Altribute Edtor
Attributes:
Attribute Value A
dSASignature <not set>

dSCorePropagationD... &x0=()

generationQualfier <not set>
gidNumber <not set>
<] u

[ ok |[ comcel |[ ooy ||

Heb |

¢ Right click in the right pane, then select New -> Group:

s Patrick Tuchais User
& Stefano Moschini User
2, TEOS admin Security Group...
2, TEOS users Security Group...

Delegate Control...
Move...
Find...
r New > ‘ Computer
All Tasks » Contact
Refresh Group
Export List... InetOrgPerson
[ View R mslmaging-PSPs
i MSMQ Queue Alias
Arrange lcons 4 N AL s
$» Org Unit
Line up Icons 3
Printer
Properties
! User
Help | Shared Folder

e Create a new group of users, according to their roles in Manage for TEOS (for example

administrators, content creators, etc):
% Createin:  sfrtb.local/TEOS_Paris
Group name:
| TEOS editors]| |
Group name {pre-Windows 2000):
| TEOS editors |
Group scope Group type
© Domain local ® Security
(®) Global O Distribution
O Universal
[ ]
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¢ Right click on the users and select Add to a group... :

JG= HEE SREY AR

suter|| Name “ Type Description
$ Gael Bertin User
2, Guillaume Fernandez User

‘ Laurent Benadatti Ilcor

2 Mark C g
& Patrick Add to a group...
2, Stefan Name Mappings...

%TEOS 9 Disable Account {pees
TE
& 105 ¢ Reset Password... P

8, TEOS | up...
Move...

£ Open Home Page

Send Email

All Tasks 2
Cut

Delete

Rename

Properties

Help

¢ Inthe “Enter the object names to select” field, enter the desired group name then Check
Names -> if it’s an existing group, group name should be underlined:

=3 Active Directory

Select this object type: u——
IGrmps or Builtin security principals | | Object Types... |
From this location:

[sftbJocal | [ tocations... |

es to select (examples):

TEQS editors

Mp...
up...

[ ok ][ caee ] H.

b el q
p | Program Data
b @] Sonaps Accounts

¢ When double clicking the group, in the Properties -> Members tab, user should be added:

Active Directory Users and Computers

FLEELY

-

Name

& Gael Bertin
& Guillaume Fernandez
& Laurent Benedetti

& Mark Coundley

& Patrick Tuchais

& Stefano Moschini
52, TEOS admin

82, TEOS editors

82, TEOS users

.Laurem Bene... sfitblocal/TEOS_Paris
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3. Sync Manage for TEOS with AD

This section explains how to synchronize your OU (Organization Units) under AD dedicated for Manage
for TEOS into Manage for TEOS. Please note that all the users into TEOS database are removed when
Active Directory is selected, the creation of new users will only be possible from Active Directory. The
admin user account on Manage for TEOS is not removed when Active Directory is synced.

Open the “Administration” menu

@ Administration
d

Select directly “Active Directory Settings” from the tab

Active Directory Settings

In the following screen please fill in the following fields:

e Domain controller address: Address of your domain controller

e Use SSL if your Active directory is secured (LDAPS)

e Username: fill in a user with enough privileges

e Password: The password of the user

e Enable Single Sign on if you use SSO with Active Directory

e User to map built-in admin if you want to synchronize admin account with AD

e Default Language: The default language which will be assigned for the users

e AD Group: The group which you want to synchronize with TEOS, it is possible to add multiple
groups by selecting the “+” icon.

e User Roles: The role which the user will have inside Manage for TEOS

Active Directory Settings

On this page you can manage your Active Directory settings to automatically synchronize your employees with TEOS and simplify the user creation and management process.

Domnain controller address adsetvet.compahy.com = Save and synchronize Last sync: 3/23/2021 B:45:00 AM  Items synchrohized: 7
Use S5L O

Usernaine | adaccouhi] |

Password ~ seeeeeenes

Default Language English W

Enable single sigh-on [m]

User to map to built-in adinin

AD I
Brotips / User Foles FDU TEQS Administrator v n
FDU TEQS? Power User v “ n

When saving your configuration, not that the synchronisation between Manage for TEOS and Active
Directory is done every 5 minutes. Please wait for a while for a full Active Directory synchronization.
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Users

On this page you can add or edit your TEOS users and employees, and configure their main settings and rights accordingly.

content@teos

Administrator

Content HTU Content Creator

e After 5 minutes, the user data will be read from this group, and the user will be affected to the
selected role. Under a user, the language used for the interface is changeable as well as the
device localization where the user can access to devices (in yellow)

General
Nane

Email

Phohe number
Language

Default Localization

Tenant

Confirm password

Can create users in their group

Disable access to TEQS Manage
platformn

Enable lockout

NFC /RFID ID

Uses user (app) licehse

Device Localization access

Content HTU = Company

= Site 1
content@leos
— Building 1
= Hoor 1
English ~ Room 1
Room 1 ~ ftoom 2
Desk Zone
SEE0F
Contenl Creator ~ Basic dek zons
~ Basic Zone 2
Advanced desk Zohe
Basic Zone 3
Basic Desk for GR
Exchahge Room
FDUDESKA
FDUDESK2
FDUBASICDESKZONE

FDUADVANCEDDESKZONE

FDU BASIC PARKING

If you want to give users rights using Active directory under a device group (site management), you
can you to site management and site configuration

Clobal Overview

Server Management

Site Management

Administration

Workplace Solutions

Schedules and Alarms

Content Creation

Sites Configuration

On this page you can configure your sites by creating your building, floors and spaces that will be used in TEOS, to manage devices, bookings and much more.

+  BlueandRed +
- Compahy »
- Sited ﬁ

= Building 1 ﬂ

FOU BASIC PARKING 3

Create a new device group or edit an existing one.

Under your device group, you can sync the active directory group that will have the access to the

device localization.
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Edit

Global Overview

On this page you can create or edit your different groups, such as buildings, floors, meeting rooms, etc. which will be used in TEOQS.

Server Management

Site Management

General
SaRuREsration Naine Building 1
Workplace Solutions Parent Site 1 bl
Schedules and Alarms Group type Building v

i Monthly Guota report email
Content Creation

Active Directory Group
Media and Data

You user group will only have access to the device group created under TEOS.
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For more information
visit pro.sony/TEOS
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